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Executive Summary

Online privacy, child safety, free speech and anonymity are on a collision course. The
Mpopy / KAfRNBYQad hyfAyS tNAGIOe tNRGSOGA2Y ! O
privacy protections for children under 13, but many advocate expanding online privacy
protections for both adolescents and adults. Furthermore, efforts continue at both the
federal and state levels to institute new regulations, such as age verification mandates,
aimed at ensuring the safety of children online. There is an inherent tension between
these objeci A @Say ! dGSyL}ia G2 | OKAS@PS LISNFSOiGfe aal
require the surrender of some privacy and speech rights, including the right to speak
anonymously.

These tensions are coming to a head with state-based efforts to expand COPPA, which
NEIljdzA NS&a AGa@SNATFTAIOGES LI NByidlt O2yasSyié o0ST2NB
enable the sharing of, personal information from children under the age of 13. Several
LINR LIZASR adldS ftI g4 o 2-dahsént fdrhewdskyidcovérfallt [t | Q& LI NB
adolescents under 18. This seemingly small change would require age verification of not
only adolescents and their parents, butt for the first timet large numbers of adults,
thus raising grave First Amendment concerns. Such broad age verification mandates
would, ironically, reduceonline privacy by requiring more information to be collected
from both adolescents and adults for age verification purposes, while doing little to
YITS FTR2f Sao0Syda al FSN@ Ly LINJ Ouéa OF &% F 2INGINaY & =
would present significant implementation and enforcement challenges. Finally, state-
level COPPA 2.0 proposals g 2 dzf R f A1 Sfe& O2yFtAOl ALK (GKS /[ ;
Clause.

Despite these profound problems, COPPA expansion has great rhetorical appeal and
seems likely to be at the heart of future child safety debatest especially efforts to
require mandatory age verification. There are, however, many better ways to protect
children online than by expanding COPPA beyond its original, limited purpose.

*  Berin Szoka (bszoka@pff.org) is a Fellow with The Progress & Freedom Foundation (PFF) and the Director
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I. Introduction
When the debate about social networking safety first heated up a few years ago, some state
attorneys general (AGs) and vendors of age verification services implied that the technology
existedt or could be easily developedt to verify the age of any minor who sought access to an
interactive website.® Federal law currently requirest via the / KA f RNBYy Q& hyt Ay S

Protection Act (COPPA) of 1998%1 that child-oriented website operators or service providers

GholGlF Ay OSNATFALFOES LI NByidlft O2yaSnafpersthndl 2 NJ G 2

information from children [under 13].&> But advocates of age verification mandates have
argued that online child safety would be improved if websitest LJ- NJi A Odzf | NI &

1. See, e.gEmily Steel & JuliaAngwin,a @ { LIJr OS wSOSA@Sa az2NB t NBa
Wall Street Journal, June 23, 2006, http://online.wsj.com/public/article/SB115102268445288250-
YRxktOrTsyyf1QiQf2EPBYSf7iU_20070624.html.

2. 15U.S.C. §6501¢6506.
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http://online.wsj.com/public/article/SB115102268445288250-YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html
http://online.wsj.com/public/article/SB115102268445288250-YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html
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to limit or ban access by those over, or under, a certain age.

Today, however, the practical limitations and dangers of age verification mandates have
become more widely recognized. Few continue to argue for directly mandating verification of
the age of minors onlinet or that such verification, in its strictest sense, is even technically

FSIHaAofSo CSRSN}If O2dzNIia KIF@S F2dzyR (KI G

products available on the market to owners of Web sites that actually reliably establish or verify
the age of Internet users. Nor is there evidence of such services or products that can effectively
LINE@Syid | 00Saa 2 *PeBrublitdatabsdes exigt that doulderefeentilé
to conduct such verifications for minors, and most parents do not want the few records that do
exist about their children (e.g, birth certificates, Social Security numbers, school records) to
become more easily accessible.” Indeed, concerns about those records being compromised or
falling into the wrong hands have led to legal restrictions on their accessibility.°

There are a host of other concerns about age verification mandates.” Some of these concerns
were summarized in a recent report produced by the Internet Safety Technical Task Force, a
blue ribbon task force assembled in 2008 by state AGs to study this issue:

Age verification and identity authentication technologies are appealing in concept

but challenged in terms of effectivenessAny system that relies on remote
verification of information has potential for inaccuracies. For example, on the user

side, it is never certain that the person attempting to verify an identity is using their

26y FO0dzr f ARSyGA(Ge& 2NJ az2yYSgbiSecdsdsasS Qa @
a better likelihood of accurately verifying an adult than a minor due to extant
records. Any system that focuses on third-party in-person verification would

require significant political backing and social acceptance. Additionally, any central
repository of this type of personal information would raise significant privacy
concerns and security issues.®

4.  ACLUv. Gonzales, 478 F. Supp. 2d 775, 806 (E.D. Pa. 2007) [hereinafter Gonzalek see infraat 28.

5. SeeAdam Thierer, The Progress & Freedom Foundation, Age Verification Debate Continues; Schddvbw
at Center of DiscussipPFF Blog, Sept. 25, 2008, http://blog.pff.org/archives/2008/09/age_verificatio_1.html.

6. Various laws and regulations have been implemented that shield such records from public use, including
various state statutes and the Family Educational Rights and Privacy Act of 1974, 20 U.S.C. § 1232g,
www.ed.gov/policy/gen/guid/fpco/ferpa/index.html.

7. For afuller exploration of these issues, seeAdam Thierer, The Progress & Freedom Foundation, Social
Networking and Age Verification: Many Hard Questions; No Easy So|Rtiomi®ss on Point No. 14.5, Mar. 2007;
Adam Thierer, The Progress & Freedom Foundation, Statement Regarding the Internet Safety Technical Task
C2NDSQa CAyl f wSLI2 NHEn. 14, 2008{mKvS.pfflorl/issRebldaiS/dther/ DSy S NI
090114ISTTFthiererclosingstatement.pdf; Nancy Willard, Why Age and Identity Verification Will Not WorRnd is
a Really Bad Idedan. 26, 2009, www.csriu.org/PDFs/digitalidnot.pdf; Jeff Schmidt, Online Child Safety: A Security
t NB TS & a A, Thé Gubardian, Sptitkg 087, www.jschmidt.org/AgeVerification/Gardian_JSchmidt.pdf.

8. Internet Safety Technical Task Force, Enhancing Child Safety & Online Technologies: Final Report of the
Internet Safety Technical Task Force to the Mithite Working Group on Socheétworking of State Attorneys

0 K:
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http://blog.pff.org/archives/2008/09/age_verificatio_1.html
http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.pff.org/issues-pubs/other/090114ISTTFthiererclosingstatement.pdf
http://www.pff.org/issues-pubs/other/090114ISTTFthiererclosingstatement.pdf
http://www.csriu.org/PDFs/digitalidnot.pdf
http://www.jschmidt.org/AgeVerification/Gardian_JSchmidt.pdf
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With opposition to strict age verification mandates growing, some regulatory advocates now
seek to institute such mandates throughthe 6 I O7 R2 2 NJ 2 ¥ OGralidatesigthed £ O2 y
model of COPPA. { dzOK &/ h egislation tha® beén introduced at the state level that
would extend the COPPA parental-consent framework to cover all minors between the ages of
Mo YR mT1 A yOStydisoheinsd thesedills Wauld &sa broaden the range of sites

covered, increase the amount of information required tobe O2f f SOGSR (12 | OKASQ
parentalconsentt 2 NJ AYLI2ZAS 204KSNJ YIFIYyRFGS&a &adzOK | LI NJ

a
Two such bills were introduced in 2007, Ay b2NIK /I NRfAYl O0g6AGK GKS
Attorney General Roy Cooper)® and Georgia.’® While these bills were never passed, a similar
bill is currently pending in lllinois.** Because the scope of such bills would reach all ésocial
networking sitese that offered certain functionality (e.g, user profiles), rather only those sites
directed at a particular age bracket (as under COPPA),*? they would extend age verification
YEYRFGSa FIN 0Se2yR aaidsSa G wifiShy (BREmed billgsS O2y a
currently pending in New lJersey; like COPPA, this bill would reach only sites directed at
adolescents, but it might reach a broader range of sites, because its scope is not limited
aLISOATAOI £ & ( functiodatyd’AThefintrgf & tiow oF tNesebiyfs Thékes it clear
that future online identity verification debates will be increasingly tied up with efforts to
expand the COPPA framework. These mandates will likely arrive in the form of state-level
expansions of, or fedeNJ f | YSYRYSyda (G423 /htt! X 2N &dzOK LI
regulatory framework as precedent. Yet COPPA 2.0 advocates seem to forget that, back in
1998, Congress considered, but ultimately rejected, a requirement in the original version of
cott! GKIFIGO 2LISNIG2NB YIF1S GNBlFazylofS STF2NIa
opportunity to prevent or curtail the collection or use of personal information collected from
OKAf RNBY 2@SN) GKS | 38 2 Thisaraquiremém wodiy havé Ndeni K S | 3
significantly less burdensome than the COPPA 2.0 approaches advanced today, but it was

General of the United StateBec. 31, 2008, at 10, http://cyber.law.harvard.edu/pubrelease/isttf [hereinafter ISTTF
Final Repoit Full disclosure: Adam Thierer was a member of this task force.

9. S.B.132, 2007 Gen. Assem., Reg. Sess. § 8 (N.C. 2007), available at
www.ncga.state.nc.us/Sessions/2007/Bills/Senate/HTML/S132v3.html; see alsoRoy Cooper, Protecting Children
from Sexual Predators: SB 131y 24, 2007,
www.ncdoj.com/DocumentStreamerClient?directory=WhatsNew/&file=5132%20Summary%20final.pdf; see also
Adam Thierer, The Progress & Freedom Foundation, Age Verification Showdown in North CaroliRgF Blog, July
26, 2007, http://blog.pff.org/archives/2007/07/age_verificatio.html.

10. S.B. 59, Gen. Assem., 2007-2008 Leg. Sess. (Ga. 2007), available at
www.legis.ga.gov/legis/2007_08/fulltext/sb59.htm.

11. H.B. 1312, 96th Gen. Assem., Synopsis as Introduced (II. 2007) [hereinafter SNWARRAavailable at
www.ilga.gov/legislation/billstatus.asp?DocNum=1312&GAID=10&GA=96&DocTypelD=HB&LeglD=43038&Sessionl
D=76.

12. Seeinfrmote22 yR | 842 O0Al GSR GSEG oy2iAay3a GKFG GKFG / htt!
S§G8y AT |+ AAGS A& sgemibo inirdehtibnd @ @iGuRsing (ikES OKSHURNEROZTF &

13. A.B. 108, Gen. Assem., 213th Leg. Sess. (N.J. 2008) [hereinafter AOPPA available at
www.njleg.state.nj.us/2008/Bills/A0500/108_11.HTM.

14. | KAt RNBY Q& hyt Ay 5SS 2881081 Cong. § Aapaiil) @DS).A 2y ! OG =


http://cyber.law.harvard.edu/pubrelease/isttf
http://www.ncga.state.nc.us/Sessions/2007/Bills/Senate/HTML/S132v3.html
http://www.ncdoj.com/DocumentStreamerClient?directory=WhatsNew/&file=S132%20Summary%20final.pdf
http://blog.pff.org/archives/2007/07/age_verificatio.html
http://www.legis.ga.gov/legis/2007_08/fulltext/sb59.htm
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1312&GAID=10&GA=96&DocTypeID=HB&LegID=43038&SessionID=76
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1312&GAID=10&GA=96&DocTypeID=HB&LegID=43038&SessionID=76
http://www.njleg.state.nj.us/2008/Bills/A0500/108_I1.HTM
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stricken from the final version of COPPA after likely constitutional and practical problems were
identified.™

C2RIF8Q& /htt! Hdn G dreatdr ledalNtBohnigalNanadlzahisripractical 0 K S @
problems in that they would:

¢ Burden the free speech rights of adults by imposing age verification mandates on many
sites used by adults, thus restricting anonymous speech and essentially convergingt in
terms of practical consequencest A G K (G KS dzyO2yaidAddziazylf [/ K.
Act (COPA),* another 1998 law sometimes confused with COPPA;
e Burden the free speech rights of adolescents to speak freely ont or gather information
fromt legal and socially beneficial websites;

e Hamper routine and socially beneficial communication between adolescents and adults;

e Reduce, rather than enhance, the privacy of adolescents, parents and other adults
because of the massive volume of personal information that would have to be collected
about users for authentication purposes (likely including credit card data);

e Would likely be the subject of massive fraud or evasion since it is not always possible to
definitively verify the parent-child relationship, or because the systemc2 dzf R 06 S a3l YS
in other ways by determined adolescents;

¢ Do nothing to prevent offshore sites and services from operating outside these rules;
e Present major practical challenges for law enforcement officials in the face of such
evasion by both domestic users and offshore sites;

e Could destroy opportunities for new or smaller website operators to break into the
market and offer competing services and innovations, thus contributing to consolidation
of online content and services by erecting barriers to entry; and

¢ Violate the Commerce Clause of the U.S. Constitution, since Internet activity clearly
represents interstate commerce that states have no authority to regulate.

There are better approaches to protect adolescents that do not implicate the serious legal and
societal issues raised by COPPA 2.0 efforts.” Attempts to expand COPPA to cover adolescents
are thus unnecessary and misguided and should be rejected at both the state and federal levels.

15. Testimony of Deirdre Mulligan, Staff Counsel, Center for Democracy and Technology, before the Senate
Committee on Commerce, Science and Transportation Subcommittee on Communications, Sept. 23, 1998,
available atwww.cdt.org/testimony/980923mulligan.shtml [hereinafter Mulligan Testimonly

16. 47U.S.C.§231. WhileCOPPAg2 SNy a aAiSa AGaRANBOGSR | G¢é¢ OKAfRNBYy:>Z /
GSNATFAOIGAZ2Y FT2NJ 02y iSyld RSSYSR aGKINNTdz (2 YAYy2NHO®DE /
See infraat Section VI.

17. SeegenerallyAdam Thierer, The Progress & Freedom Foundation, Parental Controls and Online Child
Protection: A Survey of Tools and Methdgiecial Report, Version 3.1, Fall 2008,
www.pff.org/parentalcontrols/index.html (cataloguing the tools and methods available to parents to control their
1ARAQ LYGSNYySi dzaSuvo


http://www.cdt.org/testimony/980923mulligan.shtml
http://www.pff.org/parentalcontrols/index.html
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Terminology

The FTC should consider carefully the limitations of COPPA and
the pitfalls of COPPA 2.0 as the agency prepares to begin an  0Adulté ¢ Anyone 18 and over
expedited review of COPPA (five years ahead of schedule).® (Minoré ¢ Anyone under 18

. . . oChild€ ¢ Anyone under 13
Before examining in greater detail the problems posed by oA

COPPA 2.0 proposals (Sections IV-VIII), we review how COPPA
1.0 currently works (Section Il) and what it achieves (Section e 1z - :
oKide ¢ Because of the specific meaning

). 2F GOKAt RéE dzy RSNJ J
G1ARE AyauSIR 2iMg 6
interaction with parents and as a
colloquial catch-all where appropriate.

COPPA generally requires that commercial operators of  ¢pi-collecting siteé ¢ Any site that
gSoarisSa FyR &aSNWAOSa 2060l O02t€S50Ga eKIG /htt LI N
0ST2NBE 02ttt SOGAy3aIs RAaOt2arAYTF2N¥IUAZYZe G6KAQSNER
(e.g, name, contact information)'® about children under 132°  nformation.

AT SAGKSNI 6A0 GKSANI ¢S0aA (: Socialnetworkingsite¢ cAgeneric Ny g

LA

4 RANB @IS Groi(ii) ReyRaye aictual knowledge that term for a Pl-collecting site focused on

. , .22 ) user profiles and connections among
they are coIIectlng personal information from a child.* Even if users. Some legislative proposals use
arAusSa YR AaASNBAOSA UKI O -O;: thisterm to refer to sites with specific

AAAAA

O02ff SO0%Yy I NBA yR&iE a RANB Ou S R functionality.

oAdolescente ¢ Anyone 13 or over but
less than 18

Il. Current Implementation of COPPA

[etN
R >
<

18. Howard Buskirk & Yu-TingWang,C¢ / (2 9ELISRAGS wSOASs 2F / KAt RNBYy Q&
Communications Daily, April 23, 2009, at 5-7.
19. TheFTCKIF & RSFAYSR GLISNE2YlFf AYyF2N¥IGA2yé G2 AyOf dzRSY
(a) A first and last name; (b) A home or other physical address including street name and name of a
city or town; (c) An e-mail address or other online contact information, including but not limited to
anAyaidlyid YSaal3aay3a dzaSNI LRSy{ATA S NIail addksd; (d)a Sy ylIY
A telephone number; (e) A Social Security number; (f) A persistent identifier, such as a customer
number held in a cookie or a processor serial number, where such identifier is associated with
individually identifiable information; or a combination of a last name or photograph of the individual
with other information such that the combination permits physical or online contacting; or (g)
Information concerning the child or the parents of that child that the operator collects online from
the child and combines with an identifier described.

16 CF.R. §312.2.

20 ¢KS g2NR GOKAf R Aa az2YSiAYSa dzaSR Ay diSNOKhy3aSFHof e
federal law. SeeengUSC§HHpcéM0 ORSTAYAY3I AYAY2NE +a alyeé LISNBR2Y
18USC.§HHpc oyl ORSTAYAYy3 GOKAtR LRNY23INXLKee Fa alyeé gArad

YAYENB£U¢aLJB$O@ YH¥&EE GSNY aOKAfRé Aa 2FGSy dzaSR G2 YSI
5A0GA2Y I NE®O2 Y2 S GDKS NIRZ ¢ 5 fa @ibiaNdyyfeviiize.canbrojuse/chik. By

contrast, Cht t ! RSFAYySa GOKAfRE & | &adzwaSi 2F aGYAy2NWDE / htt
4d20280G G2 /htt!x 3ASySNItte NBFSNNBR (2 Fa 6aFR2t 8408y
21. Mc |/ ®COWD I oMHDH ORSFAYAGAZY 2F geéifiaati2-MS 2NJ 2y Ay &
6RA&OdzA&AYI (GKS C¢/ Qa ONAGSNAI F2NJ RSOARAY3I 6KIFG O2yad.
22. Seel6CF.R.§312.3;seealsmmc / ®CPwd 3 oMHDH 0O RS Ficedieltddoy 2 F a2 So6a.
OKAf RNBY 0 ®

23. 2SS dza S (KGR fGfSNIU AqytA aAiliSaég (2 NBFSNI G2 o26G-. aAxdsSa |


http://dictionary.reference.com/browse/child
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still have such a process in place to deal with cases in which a child has disclosed that they are
dzy RSNJ Mo @ ¢KS C¢/ KI & RSTiyoSdapply bventtd vidtéal
worlds and multiplayer online games (e.g, Second Life, World of Warcraft).?* COPPA also
requires certain notices about information collection, parental access to information collected
about children, reasonable data security procedures, and restrictions on the collection of
personal information through games and prizes.”

02 LIS

x

A

A.TheDifficuli A S& AY hodGlAyAy3d a+xSNAFAFOES t I N
In drafting the regulations that implemented COPPA 6 (i KS &/ h f°tthe FedemtfTréde 0
| 2YYA&daA2y 6C¢/ 0 AY wmMbdd I R2LIGSR || GaftXARAYy3I &
This approach allows operators of Pl-collecting sites to use a mix of methods to comply with the
law, including print-and-fax forms, follow-up phone calls and e-mails, credit card authorizations
and using encryption certificates.® ¢ KS C¢/ Kl a | f a2 | dzii kogradk i1 SR T2
operated by private companies that help website operators comply with COPPA.?°

24. Asthe FTC has explained:
COPPA applies to personal information collected online by websites and online services located on
0KS LYGSNySto ¢KS wdzAZ S RSFAYySa aLydSNySae G2 YSIHy
facilities that make up the world-wide networks that employ the Transmission Control
Protocol/Internet Protocol (TCP/IP), or any predecessor or successor protocols used to communicate
information of all kinds by wire, radio, or other methods of transmission. See 16 C.F.R. § 312.2
ORSTAYAGAZ2Y 2F GLYGSNYySGéuvd ¢KS wdzZ SQa {GFaGSYSyid 2
Internet is intended to apply to broadband networks, as well as to intranets maintained by online
services that either are accessible via the Internet, or that have gateways to the Internet.
Federal Trade Commission, Frequently Asked Questions about the Children's Online Piratection Rule
[hereinafter COPPAFAQ:X v dzS&a A2y ¢ o6a2KIG Gelilsa 2F 2ytAyS GNI yaYA:
www.ftc.gov/privacy/coppafags.shtm.
25. Operators of PI-collecting sites must:
Provide notice on the website or online service of what information it collects from children, how it
dziSa adzOK AYyF2NXIGA2YZ FYR AGad RA&Of2adz2NB LN} OGA0OSa
means for a parent to review the personal information collected from a child and to refuse to permit
AG&a FdzNIKSN) dzaS 2N YIEAYyGSylryOST 60RO b2i O2yRAGAZY |
prize, or another activity on the child disclosing more personal information than is reasonably
necessary to participate in such activity; and (e) Establish and maintain reasonable procedures to
protect the confidentiality, security, and integrity of personal information collected from children.
16 C.F.R. 8 312.3 (internal cross-references omitted).
26. 16 C.F.R.Part 312 2SS dzaS &/ htt! wdz S¢ gKSY NBFSNNAYy3I &LISOAT
NB3AdzZ  GA2yas odzi dzaS a/ htt! ¢ 620K G2 NBFSNI G2 GKS adl i
27. SeeFederal Trade Commission, How to Comply with The GhRNB Yy Q& hyf Ay S tNeh O O& t NP
1999, www.ftc.gov/bep/edu/pubs/business/idtheft/bus45.shtm.
28. 16 C.F.R.§312.5(b)(2). Seegenerally KA £ RNBY Qa h y fiok BUIS, 64tFédIR&).ISELBBS (NoWR (i S Ol
3, 1999), available atwww.ftc.gov/0s/1999/10/64fr59888.pdf [hereinafter 1999 COPPA Ordgsee also COPPA
FAQsupranote 24, Questizy oH 6dal 2¢ R2 L 3ISG LI NByilf O2yaSyidiKéoo
29. ¢KS F2dzNJ aFFS KIFEND2NJ LINPINIYa INB FRYAYAAUSNBR o0&
of Better Business Bureaus (CARU); the Entertainment Software Rating Board (ESRB); TRUSTe; and Privo. See
Federal Trade Commission, Safe Harbor Programvww.ftc.gov/privacy/privacyinitiatives/childrens_shp.html.


http://www.ftc.gov/privacy/coppafaqs.shtm
http://www.ftc.gov/bcp/edu/pubs/business/idtheft/bus45.shtm
http://www.ftc.gov/os/1999/10/64fr59888.pdf
http://www.ftc.gov/privacy/privacyinitiatives/childrens_shp.html
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In a February 2007 report to Congress about the status of the law and its enforcement, the FTC

aFrAR GKFGO y2 OKIFy3aSa G2 [/ htt! g S NBeffedtikeSny yééé
KStLAY3I G2 LINRGSOG GKS LINA DL OF In djsdssing the S i 2
STFFSOUAPSySaa 2F GKS LI NBydalrt O2yasSyi QSNITAO
I LILINR F OKE K286SOSNE (KS | 36K6aSI DPPRBYSBISRAAK
The FTC attempts to distinguish these parental consent verification methods from other kinds

2F 13S GSNATAOFGAZ2Y (22ta Ay y2a4Ay3a GKIFG al 3¢
other developments, and are not currently available as a substitute for other screening

Y S OK I y3k #hi¢ thakes it clear that the FTC does not regard the methods the agency has

prescribed for obtaining parental consent under COPPA as equivalent to strict age verification.

Although credit cards may seem the most robust tool for verifying parental consent (essentially,
age verifying the parent), federal courts have found, in rejecting the constitutionality of COPA,
GKFGZ aLIeyYSyd OFNRA OFyy20 0S5 dzhaSeraccassao OSNRA T
ONBRAG OIF NRax RSo60A0G OIFNRaz YR NBf2FRIFIofS LINZ
usually will not issue credit and debit cards directly to minors without their parent's consent
because of the financial risks associated with min2 N& X GKSNX | NB Ylyeé 20KS
YAY2NI YI & 2060FAY YR dza8S LI &YSyid O NRadé

B.a/ 2ttt SOUA2YeY 2KSYy tIFINByGrt /2yaSyid Aa
/I htt! NBldZANBE GKFG 2LISNIG2NER 2001 Ay GOSNATFALFG
and/or disclosure of personal A Y F2 NXY I GA2Y TF AR W SOKA L RBNBENI al y&
in the collection, use, and/or disclosure practices to which the parent has previously
O2 y a S¥ sugjdetIc certain narrow exceptions.*> Understanding how the COPPA Rule
currently works and the pitfalls of COPPA expansion requires examining the three-pronged
RSTAYAGAZY 2F a02tftSOGA2yé ONBIGSPR 68 GKS C¢/

30. Federal Trade Commission, L YLJX SYSy i Ay 3 (KS cyRdtdctRINAY ARepoittpt Ay S t NR B
Congressat 1, Feb. 2007, www.ftc.gov/reports/coppa/07COPPA_Report_to_Congress.pdf [hereinafter 2007
COPPA Implementation Regort

31. Id.at13.

32. Id.at12.

33. Gonzales478 F. Supp. 2d at 801. COPA would have prohibited the online dissemination of material
deemed harmful to minors under 17 for commercial purposes, 47 U.5.C. § 231(a)(1), subject to a safe harbor for
aAidSa GKIG Y¢ RSTF2NIHZ22R NBAWGWMRAR OGO | OO0Saa o6& YAY2NHY aGo! ¢
account, adult access code, or adult personal identification number; (B) by accepting a digital certificate that
verifies age; or (C) by any other reasonable measuresthatF N5 FSF aA 06t S dzy RSNJ I @F At ofS ¢
231(c)(2).
34. 16C.F.R.§312.5(a).
35. 16 C.F.R. §312.5(c).
36. ¢KS C¢/ KlFIa LINPJPARSR (GKNBS RSTAYyAGA2ya 2F aO02ftf SO0GA
the gathering of any personal information from a child by any means, including but not limited to: (a)
Requesting that children submit personal information online; (b) Enabling children to make personal

information publicly available through a chat room, message board, or other means, except where
the operator deletes all individually identifiable information from postings by children before they


http://www.ftc.gov/reports/coppa/07COPPA_Report_to_Congress.pdf
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1. Requests from Sites
Most obviously, the COPPARule O2 Yy aA RSNE a O2f f SO A ollectingisite 2 O O dzN
NEBljdzSaia aldKIG OKAEf RNBY & dZ Wis fequiteiBeNtEgehsfallyt AY T2
minimizes the amount of data collected from children and ensures that parents control the
collection of information from their children.

2. Enabling Sharing of Personal Information
Less intuitively, the COPPARule O2 Yy A A RSNE & O2 f f S O-toMestigysite iezely 2 O O dzNJ
GSYlof wSae OKAfRNBY (2 YI 1S esdpiwherdhdoperatgr 2 NY I
deletes all individually identifiable information from postings by children before they are made
LlJdzo f A0 | YR f&a2 RStS(iSa adOKBAYTF2NNIGAZY FTNER

PYEATS GKS FANRG LINRPy3 2F aO2fftSOGA2yzZ¢é O2yas
Ad dzaSR (2 GYFPRPSNLBNAEZYILIztAOt & I OFAtlIofSex
access to the tool (e.g, upon creation of a user account). Thus, the FTC intends to make

parents gatekeepers over which sites their children join or participate in, rather than to give

parents a veto right over every instance in which a child wants to share personal information

(g o0& LIRAadGAy3a AG G2 GKSANI LINPFAES 2N agl ffé
interactivity on social networking sites, it is difficult to imagine how so granular a veto

requirement could be feasibly implemented if COPPA were expanded.

2 KFG AG YSFEya G2 YIF1S AYyF2NXIFGA2Y alLlzmf AOf &
consent before granting a child access to a site that would allow the chA f R (2 G o NRIF R
personal information, such as by posting their name, photo, contact information, etc. such that

GKS GLJztAO¢ OFy | 00Saa GKFG AYTF2NNIEGA2YS 6K
YSUG2NlAYy3 LINRPFALTSSY Oy OKIFd@S aNRR(IYS 32 N2 NSy |13 Sa ldc
being the specific examples cited in COPPA and the COPPA Rule).*® But does COPPA apply to
communications that are not intended to be public? Would COPPA apply to a site that only
Fff26SR dzaSNERE 1 ¥SASBYRS &G LINA 0B EHSK 2 (0 KSNXK Ly &
enough that giving a child access to the underlying functionality would constitute collection?

The FTC has never clearly answered these questions, but it has implied that it takes the

Yl EA& | DxtBihat counts as collection: Allowing children to share personal

information with anyone eveninone-to-2 Yy S 02 YYdzy AOl GA 2y ax Oz2yaiAaid:
G2 /htt! Qa LI NBYy(I*. O29A28¥NI NBY diAMNBE YEYBRWA Y £ A

NS YIRS LldzotAO FyR Ifa2 RStSGSa &dzOK AYyTF2NXIGAZY
tracking or use of any identifying code linked to an individual, such as a cookie.
16 C.F.R. § 312.2. See also infrat Section II.B.
37. 16/ dCOWP D oMHPH ORSTAYAGAZ2Y 2F a02ftSOGA2Yye0d
38. Id.
39. 15U.S.C.§6501(4)(B)(iv-@0 O RSTFAYAGA2Y d2CFdwidR A% Cof MeHadaNIS0EROSTF AMyCA G A 2
40. InDeceY0 SNJ HnnTxX GKS C¢/ |RRSR | ljdzSadAaz2y AG Ada Clv N
require parental consent before allowing a child to send electronic greeting cards or forward items of interest to

their friends. COPPA FAQ supra n@tg v dzS & (iMy éhijd-direated Website wants to offer electronic post
cards and the ability for children to forward items of interest on my site to their friends. Can | take advantage of
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GO2tf SOGA2YyE Ay (GSN¥Ya 2F GKS OFLIoAfAde G2 a
GKFEG A0 0S02YSa al @I At I o tcBléctingisie. Whitkview Scougt A i K | C
would accept, if presented with a challenge to COPPA, is beyond the scope of this paper, but

the ambiguity is worth noting.**

| 26 SOSN) ONBFR GKS RSTAYALKZdeaitoF of d QAD € § Of & 2 y &
include the enabling of communication by children that might result in the any of personal

information was itself controversial when the FTC first wrote the COPPA rules. The FTC (again)

G221 | Yl EAYI f A& oveliidifigsthe PbfectianOoR freé peadah AdRogates

gK2 | NHdzSR (KIG /2y3aINBaa AyidSyRSRmationgFromLJ | OS
OKAf RNBY¢ O0Ay GKS y2N¥XIf &aSyasS 2F a0O02ftfSOGA2
NI GKSNJ GKFEY &aid2 NBIdzZ I G§S OKAEf RNBYy U TaeSeKl GA 2 N
I RG20F1Sa LINRPLIZASR | YEYRYEf A &ibpdPEEBNGH VAE 2°
LISNE2YFf AYTF2NXNIGA2YySé &dzOK GKIF G YSNBf& LINROJ
boards would not constitute collection unless the operator actually gleaned personal

information from such fora.*

3. Online Tracking & Cookies
Finally, COPPA would consider collection to occur through the use of persistent identifiers such
ascookies® A F | 8420AF 4GSR 6A0GK AYRADARdzZ tfe ARSYGATA
name or photograph of the individual with other information such that the combination
LISNXYAGE LIKE&AAOIf® 2Nl 2yt AyS O2yil OGAy3Aoé

one of the email exceptions to parental consent?é 0 ® ¢KS C¢/ NBIdZANBE LI NByialt O2y:
messages in either the subject line of thee-O NR 2 NJ A y 1 lprgSémahly Sécalse this réightfeddgo the

AKFNAY3I 2F LISNE2Y | Ay Tt2 DeMin Duksty, Ecardsiafd "Rofv&do-@Friidd'Qa NB OA LJIA
Promotions: Not Kid Friendly Anympre

www.gsblaw.com/practice/notableevents.asp?StorylD=1137185152008&grouplD=21; see alsdim Dunstan, FTC

Issues Final Rules in GBARAM Proceeding: Forwafad-A-Friend Promotion Mystery Solved
www.gsblaw.com/practice/notableevents.asp?StorylD=17866132008&grouplD=21.

41, ¢KS YFEAYFEAAG | LIWNRBEFOK SaaSydalffte NBFR&E (GKS SNy
02ttt SOGA2y (2 YSIYy al @rAflofS G2 lyez2ySoé {d@K | O2ya
interpretation against surplusage: "[T]he presence of statutory language 'cannot be regarded as mere surplusage;

Al YStya a2YSUKAYy3IdQE | KAO1lalg bliAzy @d ! yAGSR {GF G
155 U.S. 438, 446 (1894)).
42. 1999 COPPA Ordsupranote 28, at 59,889-890.

43. Supplemental Comments of The Center for Democracy and Technology, The American Civil Liberties
Union, and The American Library Association, filed in Rulemakingto Impe Sy i G KS / KAf RNBYy Qa hyf A
Protection Act of 1998\ug. 25, 1999, at § I.B www.ftc.gov/privacy/comments/supplementalcdtacluala.htm.

44. 1d. (emphasis original, indicatingpNR LJ2 a SR F RRAGA 2y (2 GKS C¢/ Qa NMzZ S | a
45. 16/ dCOPwd 2 oMHDPH ORSTFAYAGAZY 2F aO2tftSOGa 2N 02t t SO
46. mc | ®COWD P OoMHDPH ORSTFAYAGAZY 2F GLISNB2YIt AYyTF2NXNIQ


http://www.gsblaw.com/practice/notableevents.asp?StoryID=1137185152008&groupID=21
http://www.gsblaw.com/practice/notableevents.asp?StoryID=17866132008&groupID=21
http://www.ftc.gov/privacy/comments/supplementalcdtacluala.htm
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C/htt!Qa tflFIOS Ay |y 9@2ft@dAy3 [yRaoOl LIS
In the decade since Congress enacted COPPA, the kinds of information-sharing functionality
32O0SNY SR 0@ (KS & Lldiadletorn have éxgiodedl in lpapilaBtg. N&INR y 3 2
interactive communications tools and methodsz y2¢ 3ISYSNIff& NBETSNNE
YSGGg2NlAy3Ié OF LI o6AfAGASEAST | KBOfdoursd, hey haktheir f Y I NJ
precursors even in 1998, but the examples of such tools included in COPPA and the initial
/ htt! Nbz S NB@SIf 2dzad K2g YdzOK GKS 6S0 Kl a ¢
OSNIFAyte aidAatt SEAAG odzi (KS& Kl @S fegNBSE &
Facebook, Myspace), which would have been unrecognizable in 1998, while services like
blogging and micro-blogging (e.g, Twitter) would have been inconceivable. Today, more users
FSSt O2YF2NIFo6tS YIFI1AYy3a LISNA2YFE AYF2NXYIFGAZ2Y
broadcasting their every thought and action, and even their exact physical location,* for all the
world to see.

¢KS INRBogAYy3I dzoAljdzide 2F Gd2S6 wonég G22fta KIFa
by COPPA are growing ever more limited in their functionality relative to the rest of the

Internet, as discussed below.*® For example, child-oriented sites must obtain verifiable parental

consent before allowing children to send e-OF NR& 2 NJ emia&C N S RE I NRlzy Ol A 2
0KS aA0SKSEINENRSNI G2 SyYyiSNI KSNJ Fdzft yIFYS:E KS
YIEYSE 2NJ GLINPJARS dzaSNE ¢AGK GKS FoAftAGe G2 F
Ol NR 2N Ay R y8O0A BRI FESY RazPwBSNI bOKI OYRY A DI AKX &
SELIYRAY3I /htt! Qa |38 4021 62dd R | FFSOG FI N
@SINAR 323 06SOlFdzaS GKS TFdzyOlAazylftAade GKFIG 02
GKFG GSN¥YQa RSFAYAUGAZ2YOD A& y2¢6 LISNDIaAGSo

lll. Does COPPA Really Work?

Before addressing the many challenges associated with COPPA 2.0 proposals, one must ask the

criticalt but ignoredt | KNS A K2t R ljdzSadAz2yy LA &/ htt! wmdné
question, one must first decide what COPPA 1.0 is supposed to accomplish. The original goals

of COPPA, as expressed by its Congressional sponsors, were to:

(1) to enhance parental involvement in a child@ online activities in order to protect
the privacy of children in the online environment; (2) to enhance parental
involvement to help protect the safety of children in online fora such as chatrooms,
home pages, and pen-pal services in which children may make public postings of

47. Tim O'Reilly, What Is Web 2.0?: Design Patterns and Business Mfuitdlse Next Generation of Software
Sept. 30, 2005, www.oreillynet.com/Ipt/a/6228.

48. See, e.g., Google Latitude, www.google.com/latitude/intro.html; loopt, www.loopt.com; Pelago,
http://pelago.com.

49. Seeinfraat Section IlI.A.

50. Absent such sharing, the FTC allows child-2 NA Sy 4§ SR aAdSa (G2 dzatBne/ htt ! Qa EOS
communications, found at 16 C.F.R. § 312.5(c). See supraote 40.


http://www.oreillynet.com/lpt/a/6228
file://192.168.10.3/shared/Projects/Center%20for%20Internet%20Freedom/Age%20&%20Identity%20Verification/COPPA%202.0%20Paper/www.google.com/latitude/intro.html
http://www.loopt.com/
http://pelago.com/
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identifying information; (3) to maintain the security of personally identifiable
information of children collected online; and (4) to protect children@Q privacy by
limiting the collection of personal information from children without parental
consent.™

Thus, as its name implies, COPPA is first and foremost about protecting the privacy of children.
/I htt! Qa LINAYIFINEB YSIya F2N I OKASOAY3I GKAaA
KFEa Llzi AGX GLNRBGAROAY3AB LI NByha sAGK |
2OSNBESSAY I GKSAN OK X% Howkeyadndirablk, wpiofdingDthelsateyy &
2T OKAf RNX yhédireckgaal o¥CORRA fsainetiting to be achieved through the means

321
asi

t

2y A

2F SYyKFyOAy3a LI NBY ldirdctgdaly @ ETOHasYaieyhpted o blortthis | Q &

distinction, elevating child protection to a direct goal of COPPA.>® Indeed, this was the primary
NEIazy GKS C¢/ | R2LISR GKS YFIEAYIfAAD
communication (rather than direct gathering of personal information by operators), over-ruling
free speech concerns.”*

¢KS C¢/ OtrAvya /htt! aKba LINEGARSR | 62N}t
LINA g1 O& 2F GKS Ly i(°5 NJes imany of théselagdvacStiagiexpatisioddf G 2 N

COPPA do so on the grounds that COPPA makes children safer online from sexual predators.
What these advocates fail to acknowledge is that, to the extent COPPA has enhanced child
safetyt indeed, to the extent that COPPA can be effectively administered at allt it is because of
the unique circumstances of the under-13 age bracket and the Pl-collecting sites that have
evolved to serve that community. In particular:

1. The functionality of child-oriented sites is usually tightly limited: They are closed, walled
gardens;

2. Many smaller websites catering to children charge a fee for admissiont even as fee-
based models have withered away on the rest of the Internet; and

3. There are relatively few sites that cater exclusively to the under-13 crowd, which may be
an unintended consequence of COPPA itself.

51. 144 Cong. Rec. S11657 (daily ed. Oct. 7, 1998) (statement of Rep. Bryan).
52. 2007 COPPA Implementation Report, suymt 30, at 28.

53. The FTC has carefullyt or perhaps simply carelesslyt SRAGSR [/ 2 yidiskierieatofpurpdshth 3 A
2 KSNB /2y3aINB&aa KIFIR 2NAIAYI f ft@enfOdalentdivRiveinénttothelp/ ht t !

RST

f:JiOI

ax

gl

A

4

LINPGSOG GKS alFSie 2F OKAftRNBY w2yftAySe6zé wmnn /2y3d wS
wasintendeR G 2 LINRGSOG GKS &D0¥ SGPPA IsmFleménkatioh RelNdstysume3Q/dt 3 Yy S 6 D¢

5. ¢KS C¢/ o6FaSR AdGa R2LIGA2Y 2F GKS YIEAYItAad

OKA f RNEB Yy Q doonuzang buleth boarisithat are accessible to all online users present the
most serious safety risks, because it enables them to communicate freely with strangers. Indeed, an
investigation conducted by the FBI and the Justice Department revealed that these services are
quickly becoming the most common resources used by predators for identifying and contacting
children.

1999 COPPA Ordsupranote 28, at 59,890 (internal citations omitted). See also suprat 11 and note 43.
55. 2007 COPPA Implementation Report, supe 30, at 28.
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Each of these factorsis discussedbelowz | & NXBf I d8Sa G2 .Jhtt! Qa LISNDS

A. Child-Oriented Sites Limit Functionality

Child-oriented sites typically have very limited functionality: In essence, their operators
AYOGSYydAz2y L tfe aONRLILI S¢ ( K-8olledtiggbifias (efpaciallFsozidlO i A 2 v |
networking sites) geared toward older users. That fact alone makes CORP@vered sites far

less likely to be subject to fraudulent entry or dangerous interactidfig/ would an adolescent

or an adult predator ever want to gain access to a site that offers little more than drop-down

menus and a few buttons to click on when interacting with others?

The primary reason that children are likely safer in those environments probably has less to do
GAGK [/ htt! Q& tishuileBeits dnd mud tefeit&do with the fact that most of
the PI-collecting sites covered by COPPA are tightly controlled and highly moderated walled
gardens with very limited functionalityt I &2 NIi 2F GWdzy A2NJ LYG SNy S o¢

B. Child-Oriented Sites Charge Fees
2 KAES Y2ald LyGSNYySia 02yl $efadvedtishRsuppofad)iméng a | NB
child-oriented PI-collecting sites charge admission fees. There are several reasons they do so:

e AOWBSIdZANAY I | LI NBYyG (2 HzZENI yONBRABY O NR
YSGK2Ra F2NJ 200GFAYyAy3 GSNATFALFIOE S Th#FRByY G €
requires that an operator charge some fee so that the credit card will be verified by its
AadadzSN) FyR ao0SOl dzaSs (i KtMéndad fkhe (dBnOB Fiveli 2 F |
additional notice that the transaction occurred and has an opportunity to investigate any
ddzA LA OA2dza | OGAGRGE | yR NBG21S O2yasSyidoé

o Commercial child-oriented sites must somehow recoup the costs of obtaining verifiable
parental consentt estimated in 2005 at more than $45 per child.>® Because COPPA limits
21ISNF 02NBRQ FoAfAGeE G2 STFSOGA@SteE GFNBSG I
of advertising inventory on PI-collecting sites, they usually must rely on direct fees.

e Many child-oriented sites rely heavily on constant human moderation and oversight,
which necessitates a method of funding those workers.

56. See, e.gChris Anderson, Free! Why $0.00 Is the Future of Busin@gsed, Feb. 25, 2008,
www.wired.com/techbiz/it/magazine/16-03/ff_free. The most notable exception to this rule is Massively
Multiplayer Online games such as World of Warcraft, which are also potentially subject to COPPA.

57. 16 C.F.R. 8§ 312.5(b)(2).
58. SeeCOPPA FAGupranote24Y v dzSa A2y oo o0a4aL ¢g2dzZ R fA1S G2 3SG 02
YydzYo SN FNRBY GKS LI NByGIX odzi L KRz2ay i K&Eloydi G2 Sy3r3asS Ay |
59. SeeComments of Parry Aftab, Request for Public Comment on the Implementation of COPPA and COPPA
wdzf SQa {fARAYy3a {OFfS aSOKIyAaY F2NI holdlFAyAy3d xSNAFALFOTL:
from Children at 2, June 27, 2005, www.ftc.gov/os/comments/COPPArulereview/516296-00021.pdf [hereinafter
Aftab Comments


http://www.wired.com/techbiz/it/magazine/16-03/ff_free
http://www.ftc.gov/os/comments/COPPArulereview/516296-00021.pdf
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e It is easier for child-oriented sites to continue charging small fees once they have a credit
card on file (something most sites never accomplish) and because there is relatively less
competition in the child-oriented marketplace than in the Internet generally.

Importantly, the more a site charges for access, the more likely it is that the parent or guardian
pays attention to what their child is doing on that site. The hassle for parents of having to pay a
fee gets parents thinking, and talking to their kids, about those sites, argues Denise Tayloe of
Privo, one of the four FTC-approved providers of COPPA safe harbor age verification services.*

However, Tayloe has noted that one of the problems associated with the current COPPA regime

Ada GKFG da/ KAfRNBY ljdaojte fSFENYSR G2 tAS I 02d
features on their favorite sitS & ® l'a | NBadzZ Gx¢ aKS y240dSaz daRl
AYIEOOdzNI GS AYF2NXYEGAZ2Y | YR OKlFz2a &SBemEc G2 o8
well aware that blocking access to children under 13 could simply encourage them to lie about

theiragSY NBIjdzANBa 2LISNI 02NR G2 daRSaA3aly wiKSANEB
R2Sa&a y2i SyO02dzNI 35S OKAfRNBY (2 LINRBODARSINI FI fa
LI NI A Odzf F NE GKS C¢/ NBO2YYSyRa togravénycHldrén ( SY LJ2
fromback-0 dz G 2 Yy Ay 3 (2 S y{iBBtNEchHdremRcAnTedrStOlS ghéut thel £Hed ¢

they can probably learn to delete cookies, toot since cookie deletion is a privacy feature now

common in every browser.®*

Despite these problems, Tayloe falls back on the original justification of COPPA: increasing

LI NBydlt Ayg@2t dSYSyido 9pSYy (K2dzZa3K GUKSNB Aa
O2YLJX SGSte& dadz2L) I OKAfR FNRBY f @Ay dhatcQPRA LJdzi G A
GLINE GARSA | LXFGF2NY G2 SRdz&IPio8dinddphtyhitas | y R
educate parents and kids about online privacy or safety is certainly important, but there are

other ways to do this besides imposing strict age verification mandates. Educational initiatives

and public service announcements, for example, could also encourage greater parent-child

interaction. Indeed, the courts have concluded that the First Amendment requires the

government to utilize such educational initA F G A @Sa & aGf Saa NBaGNROG)
verification technologies in other contexts.®

Whileg S R2y QU NBIFfté& KI @S -thiiénteracBoS COPP4 iddendivizes,S @St 2
or how many children (or adults) are able to gain access to Pl-collecting sites under false
pretenses, the key operational assumption on which COPPA rests is that by creating an added

60. DeniseTayloe,L 1 Q& ¢AYS G2 /T Rrivaty@dvisor \(IK6, No.HQ, Qctl 2006, at 5.

61. Id.

62. SeeCOPPA FAQupranote 582 v dzSaiAz2y od o4/ Iy L of201 OKAfRNBY dz
6SO0AaAUSKEULD

63. Id.

64. Adam Thierer, Berin Szoka & Adam Marcus, The Progress & Freedom Foundation, Privacy Solution®FF
Blog, Ongoing Series, http://blog.pff.org/archives/ongoing_series/privacy_solutions.

65. E-mail from Denise Tayloe to Adam Thierer (Mar. 15, 2007) (copy on file with author).
66. See infraat VI.A.3.
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economic hurdle or barrier to entry (in the form of entry fees or the hassle of filling out
paperwork or forms), COPPA gets somet maybe even mostt parents to put more thought into
what their kids are doing online, and that in turn somehow improves online child safety.

However useful COPPA might be in enhancing parental involvement, it does not necessarily

mean that children are operating in LISNF SOGft & aaSOdzNBEE 2NJ GaOSNRTFA
gl ayQid LINAYEFNAREE Lzt 2y (GKS 02214&a G2 LINB@Sy
AlG o6l a lo2dzi YAYAYATAy3a GKS O2fttSOiGA2y 2F OK
control over collection of information from their children.®” Thus, COPPA does not require

excluding older users from child-oriented sites, some websites indeed may try to do so, building

2y /htt! Qad NBIdZANBR 3S OSNAFAOFI(GA2Y sweadalGSyYys:
exclude sexual predators. Of course, age verification is hardly fool-proof for either kids or

l Rdzf G &ao® {2 G2 GKS SEGSyl( a2YS8S a0l R 3Idz2aé I N
children and parents may be lulled into to a false sense of security after they are told the site is
COPPA-verifiedt whether or not the site actually attempts to exclude older users and

regardless of how effective the site may be in doing so. This may actually increasethe danger

of predation to children.®®

C. Does COPPA Encourage Consolidation or Limit Competition?

As noted above, there are significant costs associated with the verifiable parental consent
methods that Pl-collecting sites must implement to comply with COPPA. If we are to fully
understand the experience of COPPA as a regulatory model, we must consider the extent to
which COPPA may have had the unintended consequence of limiting choice and competition by
driving increased consolidation in the marketplace for child-oriented sites and services onlinet

67. See suprat 16.
68. Internet security expert John Cardillo argues that even COPPA-compliant sites are vulnerable:
Duringan analysis 2 ¥ G KS aSOdzNRGE& LINRPOS&aSa o@FecudyStdai I Ay aiiaSa
was able to create several fake children. More troubling was the inconsistency of the information
used to do so. We used a fake name for the parent, a different fake name created for the Yahoo! e-
mail account used at registration, and my credit card info (because the name on the CC is
irrelevant). Fictional child, and three fake identifiers on supposedly the same adult. Not one red flag
was raised, and we were allowed onto the site without a problem. Our team was able to do this
multiple times. Had we been a real bad guy, we could have, at any time, chatted with other kids on
the site as a child. One of several different children actually. b 2 & 2yt & AayQeyXdAliQasSOdzNA
downright dangerous.

EYIFAf FNRBY W2KYy Wod /[ FNRAtfE2 (42 !'RFY ¢KASNBN d6al NOK mMmZ=
make it clear how real predators intent on doing harm to children could exploit age verification processes designed

G2 SEOfdzRS | Rdzf 14 FWNR¥é I aRhdBILRaE&ERG & a i SSFRI 12NE | £ NBI
kids under 13). Indeed, because many predators have children of their own, they might use this approach to

obtainanID fortheirowy 1 AR& FyR GKSy 32 2yftAyS dzyRSNJ 6KSANI OKAf RQ:
GKIFG Fff dzaSNR 2F | aAdS | NB adeo8spdbiem BRiIdsalaySAs G Sa  FI f &
Cardillo has noted elsewhere, predatorswho create G LISR2 LIKAf S LI 4L NI ¢ O2dzZ R 2 LISN
Galr TS FyR &S O0daeddam Bigred A e ProfrésS & Fiedddm Foundation, Age Verification for

Social Networking Sites: Is It Possible? Is It DesirédlotefPess on Point 14.8, May 2007, at 6, www.pff.org/issues-
pubs/pops/popl4.8ageverificationtranscript.pdf.

¢
A~


http://www.pff.org/issues-pubs/pops/pop14.8ageverificationtranscript.pdf
http://www.pff.org/issues-pubs/pops/pop14.8ageverificationtranscript.pdf
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a question the FTC should consider answering. As early as 2001, even some Congressmen
NEO23yAl SR (KA& ddzyAy(iSyRSR O2yasSljdsSy®ss 27 /

Of course, it could be the case that there are other reasons that there are relatively few sites
OFrGSNAYy3a SEOtdzar@gSte (2 OKAfRNBYyO® b2y SiKSt §3
expanding COPPA might lead to more consolidation in the marketplace or how it discourages

ANBF G§SNI Sy (i NE-and-BJ2 138 | & X & Sldatér dorRMdren. G\ rarbdRoy Parry

| TGl o6 9ESOdziA DS S5ANBOG2NI 2F (KS/ hQRAf RNBYWAEI
responsible for the demise of these sites, but when combined with the other factors [it] tipped

0 KS 06 "% Sheyadcfides, appropriately:

LG A& ONMHOAIE GKFG G GKA&a GSydaladAaes
anything to make its survival more difficult. We should be looking at easy to
encourage safer communities for preteens and innovations to help create fun,
entertaining and educational content for kids online.”

GgF3s

x

IV. What if COPPA Were Expanded to Cover Adolescents?

However effective COPPA might be in fulfilling its purposes, and whatever its unintended
consequences, i KS / ht t requirend=itsS@ Felatively easy for the private sector to

implement and for the government to enforce because, as mentioned, they apply only to the

collection of information about children under 13 by commercial operators only when (i) the

2 LISNI G@NIXASQiA Y3 {A880 ERJI GBS NDRK OSSR NIBY adRAIND 6 A A 0
knowledge that they are collecting personal information from a child. But how well would the

/ htt! | LIWINEI OK é&aagdbfacRet?dzL)é (G2 GKS wmo

The key practical difficulty in implementing a COPPA 2.0 system for adolescents is in the
anonymity inherent in the technical architecture of the Internet. To quote a memorable
cartoon from TheNew Yorke2 ¥ | £ f GAYSY ahy (GKS Lyi8SNySiaz
Because website operators generally do not know who is accessing their site, requiring any
special treatment of minors (e.g, parental consent prior to the collection of personal

69. Rep.BillyTauzin(R-[ ' 0 y2GSR GKIG /htt! aKFa y2¢ FTENOSR O02YLIy
LINPRdzOGa GFNASGSR G261 NR OKAft RNBY¢ YR FaA1SR aLT ¢S Syl
beneficial products such as crime prevention material, have we done a good thing? If teen-friendly sites, those that
totally respect the privacy of the users stop offering e-mail services to children, is that a good thing? An
Examination Of Existing Federal Statutes Addressing Information Privacy: Hearing of the House Committee On
Energy And CommercE7" Cong. 6 (April 3, 2001) (statement of Rep. Tauzin.), available at
http://republicans.energycommerce.house.gov/107/action/107-22.pdf.

70. Aftab Commentssupranote 59, at 3.

71. Id.

72. PeterSteiner,hy G KS LYGSNYSGZI b 2ToeNBeYorkéryJalyh 993 ap6dz@hiBble 5 2 3
at www.unc.edu/depts/jomc/academics/dri/idog.html (cartoon of a dog, sitting at a computer terminal, talking to
another dog).


http://republicans.energycommerce.house.gov/107/action/107-22.pdf
http://www.unc.edu/depts/jomc/academics/dri/idog.html
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AYF2NXYIFGA2YZ | 00Saa (2 GKS OKAf Redficatimadall LINE T A
users.”

SOl dzad2 N&AGKXIfSRe ¢So0aAiuSa NBE 3ISySNrtte Slae
I Rdzt Gaz /htt! wmMenQa |3S GBSNAFAOFGAZ2Y YIYRIGS
rights of adults. Butitisfar Y2 NS RAFFAOdzE 0 (2 R&GEMPREl 66D B A S
(as proposed in New Jersey) that are not also used by significant numbers of adults. Indeed, the
LEfAYy2Aa 0Aff R2Sa y20 SOSy FGdSYLWi (G2 R2 az2:x
but purely in terms of site functionality.” In this sense, the Illinois bill is more restrictive than
the New Jersey bill, since it would apply to sites with a certain functionality regardless of to
gK2Y GKS@& I NB atReAdd®r Gind fhe Newr dersey propogal is far more
sweeping, sinceA G | LILJX ASa G2 lFyeée airdsS GKFG O2ftfSOGa d
adolescents.”” Whichever bill might ultimately affect more websites, the practical result of
both COPPA 2.0 proposals is the same: They would, without explicitly saying so, require age
verification of a large numbers of adults. This raises profound First Amendment concernst
particularly about the right of Americans to speak and receive information anonymously

online.”

V. The Differences Between Children (0-12) & Adolescents (13-17)

Before examining these First Amendment concerns (which are more directly apparent in the
case of the lllinois proposal), one must ask how they arise in the case of the more complicated
New Jersey proposal, which applies to PI-O2 t £ SOG A y@&i S8R (I1SHé dIRMNIBS 4 OSy

73. h¥ O02dzNESI GKS / ht terifRaiion se§uitethehtRpplichtBlyiRen thadwebsie S
2LISNI G2NJ KFa al Oldzr £ (y28ce Supa@&noe®Rl 0 (KS dzASNI A& | YAY;
74, ¢KS LftAy2Aa .Aff RSTAySa | aaz20Alft ySGg2NlAy3a airis
an Internet website containing profile web pages of the members of the website that include the
names or nicknames of such members, photographs placed on the profile web pages by such
member, or any other personal or personally identifying information about such members and links
to other profile web pages on social networking websites of friends or associates of such members
that can be accessed by other members or visitors to the website. A social networking website
provides members of or visitors to such website the ability to leave messages or comments on the
profile web page that are visible to all or some visitors to the profile web page and may also include
a form of electronic mail for members of the social networking website.
SNWARA, supraote 11, § 5. This definition seems almost tailor-made for MySpace and Facebook: The second
sentence of the definition would exclude sites like LinkedIn, which includes profiles but does not allow users to
L2ad LdzofAO O2YYSyida 2y 20KSNJ dza SNA Q LIWEnFtd différ from 2 KAES
/htt! Qa | LIINRI OKZ Ayy FHHLAWGE & i/ hR2tSaQ & A&ISIG 25y Ry 2RST AUyKAEG A 2y 2
OKAf RNBY (2 YI1S LISNHEZ2Y!| BeelbFRERIZP HI ARRKS 1.Id36X W OFe@ 2 B & 2 (ofi
alsosupraat 8.
75. See supraotel3.

76. Adam Thierer, The Progress & Freedom Foundation, USA Today, Age Verification, and the Death of Online
Anonymity PFF Blog, Jan. 23, 2008, http://blog.pff.org/archives/2008/01/usa_today doesn.html.

77. [ A1S /htt!> bSs WSNESE&Qa !htt! oAff Ffaz I LILIXASa (2
collecting personal information from an adolescent. See supraote 13.


http://blog.pff.org/archives/2008/01/usa_today_doesn.html
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examination reveals the fundamental flaw in any attempt to extend COPPA to cover
adolescents: COPPA 1.0 works only because of the unique characteristics of the under-13 age
bracket.

A. Subjective Assessments About Intended Audiences Are Significantly Easier
for Children than for Adolescents

In determining whether a Pl-collecting Site or serviceisd RA NS OG SR i OKAf RNBY ¢
GKS aAdS 2NJ aSNBAOSQa dadzoaSOdG YL GGSNIher@A adz €
characteristics of the website or online service, as well as whether advertising promoting or
FLIJSEFNARAY3I 2y GKS 6S06aArAiGsS 2N 2yt AyS &SNWAOS A
FYAYlF GSR O Rie followiiy SxbeEptdfEom FTC complaints illustrate how the agency

has applied these criteria:

¢KS X adzo 2S dwlilvrhed.doSeNI A2 F[ Af Q weavoi2 Y | G 6 S
NEO2NRAY3I | NIAaldl oKz aSyez2ea wedzald o0SAy3

contentRANBOGSR (2 OKAfRNBY &adzOK a |y FyAYlF{S
Romeo save an elementary school from aliens by answering simple math and

KAaU2NRE ljdSadAazyao ¢tKS ¢gSoarausS rtaz2 FSIad
' f 0dzY aDI YS ACEA Y6SIZaE2 daliK AKOKOA Y 3 FdzyZ FyR | f &2

GKAYyHEXE
And:

Defendant operates the www.etch-a-sketch.com website, which provides inform-

FGA2Yy Foz2dzi AlGa G2eax AyOf dmedubfert mittkrS G 9 G OK !
visual content, and language of this website are directed to children under the age

2F Mo® C2NJ SEIFYLX S>E GKS &aAiS -wfechiddzNEa | OF
Sketch sporting sunglasses, purple hair and legs. EtchyinvitesvA 8 A G 2 N&R G2 LJ | & ¢
3 YSaszé &dzOK Fa RNIgAYy3I gAGK |y 2yEAYyS 91ic
letters and shapes, and coloring pictures of Etchy and friends. The site also contains

Iy aGAyGSNI OGA@S aldz2NeEé (At SRY a9iGOKe D2Sa

The FTC settled both cases with consent decreest like, apparently, al i KS C¢/ Q& [/ ht
enforcement actions.®* These examples demonstrate that subjective standards cansometimes
work reasonably well in certain contexts. As Justice Potter Stewart famously said of obscenity,
GL 1y26 Al 5% K8 samelcould BaBablbié €aid, in many cases, about what

78. 16CFR.8oMH ®H ORSTFAYAGAZ2Y 2F a2S0aAGS 2N 2ytAyS aSNBAO

79. U.S.v. UMG Recordings, Inc., Civil Action No. CV-04-1050, Complaint at 4-5 (C.D. Ca. 2004),
www.ftc.gov/os/caselist/umgrecordings/040217compumgrecording.pdf.

80. U.S.v. The Ohio Art Company, Complaint, § 12 (N.D. Oh. 2002),
www.ftc.gov/0s/2002/04/ohioartcomplaint.htm.

81. Seerederal Trade Commission, Children's Privacy Enforcement Cases
www.ftc.gov/privacy/privacyinitiatives/childrens_enf.html (including a consent decree for each case).

82. Jacobellis v. Ohio, 378 U.S. 184, 197 (1964) (Stewart, J., concurring).


http://www.lilromeo.com/
http://www.etch-a-sketch.com/
http://www.ftc.gov/os/caselist/umgrecordings/040217compumgrecording.pdf
http://www.ftc.gov/os/2002/04/ohioartcomplaint.htm
http://www.ftc.gov/privacy/privacyinitiatives/childrens_enf.html
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constitutes child-oriented content; and this approach seems to have worked well enough for

GKS C¢/ Q& /htt! Sy7¥F2NDSYS youldsdch @stdddardiwork in dzii K 2 ¢
determining the scope of COPPA 2.0 proposals 6 f A1 S b S &l KWS8 NENS&IQ &Y [/ h
NBIljdZANBYSydG GKFG | aA0S 6S GRANBOGSR FdGé¢ | OS
(0-12) but adolescents (13-17)?%

Any regulatory system that, like COPPA, rests on age stratification inevitably requires the

drawing of arbitrary boundaries. But ultimately, someage must be chosen. Whatever the
RATFSNBYyOSa o0Si6SSYy MH YR MoX (GKS RABFSNBYyO
ceiling established in some COPPA 2.0 measures) are significant. Although the original version

2F GKS /htt! fS3ratridAzy ¢g2dd R KI @S NBIj dzA NBR
notice and an opportunity to prevent or curtail the collectionor dza S 2 F LISNE2Y | f Ay
for kids 13-16, the legislation never required verifiable parental consent for minors above 12.%

¢KS C¢/ SELXIAYyE /2yaNBaaQa NIGA2y IS F2N (KA

Congress and industry self-regulatory bodies have traditionally distinguished
children aged 12 and under, who are particularly vulnerable to overreaching by
marketers, from children over the age of 12, for whom strong, but more flexible
protections may be appropriate. In addition, distinguishing adolescents from
younger children may be warranted where younger children may not understand
the safety and privacy issues created by the online collection of personal
information.®

Thus, it appears that Congress was simply following a long-standing distinction based on the

cognitive capabilities of children under 13. But whether anyone realized it at the time, this

distinction has proved essential for the administration of COPPA as a statute that defines its

a021JS o0& UKS | dZRASYOS (12 ¢HKKGK aaRALER yEANBIRZAKAN
capabilities occurs, the age of 13 roughly corresponds to an important point of departure in
LJAeOK2f 23A0Ff 3ANRBGUK 0SG6SSYy GOKAfRK22Ré | yR

This moment was best described two thousand years ago by the Apostle Paul of Tarsus, when
KS gNRP(IS>Y G2KSy L ¢ta | OKAfRX L aLI>{1sS Fa I

83. 2KAfS bSgs WSNESE@Qa LINRLIRAalf NBGFAYya (KA ZeelsugiaNE | OK =
notel13F YR I OO02Y LI ye Ay 3 (S E thecancept bntl implg appiieQtd all kidbsRviti2edtdinf R NP LJA
social networking functionality, see supranote 11.

84. See supraote 14 and associated text.

85. COPPA FAGupranote58> v dzS&adA2y y o0a2Keé R2S&a /htt! FLWLXe&e 2yfe
LINEGSOUGAY 3T (GKS 2y twiwmftSgowgNRac@dogpatagsahtm. TIheSG/aBokeaminds companies:

wSo0aAGSaQ AYyF2NNIGA2Y LINF OGAOSa NBIFNRAYy3I GSSya FyR
which prohibits unfair or deceptive acts and practices. See Staff Opinion Letter to Center for Media
Education (July 15, 1997) for guidance on how Section 5 applies to information practices involving
teens. In addition, recent concern about the risks of child participation on social networking websites
led the FTC to issue a set of safety tips for social networking. Seed { 2 OAF f bSGg2NJ Ay3I {AGSay
GuiRS ¢ ¢ { S LI Savail&bIatmwyiitargovEpa/2006/05/socialnetworking.shtm; see also
www.onguardonline.gov/docs/onguardonline_socialnetworking.pdf.


http://www.ftc.gov/privacy/coppafaqs.shtm
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
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but when | became a man, | put away childish thinggt Paul equated what we think of as
41 R2f Saad@ofodnllg modern invention®’t with adulthood. Paul had no more
O2y OSLIJiA2y 2F al R2ft SaOS ytQikongiess lwigh CBPRAR chdseK | 1 S & LJ:
thirteen as the age of Juliet, his greatest star-crossed lover.%® But Paul offered perhaps the best
NBI 42y gKeé /[ htt! Qén: thisGszhed®ugHl Bdtiat whith mindtsioédin ©
AKdzy GOKATRABX WHXKANAAEAYIGSNBald Ay /Hzald &SF3SdzA
like MySpace or Facebook. If one has to choose a clear bright line rule as to when, on average,
that shift occurs, 13 seems to be about as accurate as any. (Indeed, modern Jewst like the
Jewish Paul before themt continue to recognize this as the threshold of maturity by generally
holding a Bar Mitzvah for boys at age 13, and a Bat Mitzvah ceremony for girls at age 12.%) This
Is less a question of how much protection minors of any particular age require, and more a
question of when their interests change: At about this age, adolescents begin to share interests
with adults in ways that children 12 and below do not; if left to their own devices, adolescents
g2dz2 R &aLISYR Tl N Y2 NB *Nwebsi®s tHanwould BhBdyes. Ndirfeen Is dzR A Sy C
probably about the point at which this transformation begins to accelerate. But regardless of
precisely when it happens, it should be apparent that the sites favored by adolescents 13 and
overg Aff 0S RAFTTFAOdA (I ENABNABREI dSOK dads dIKB2t 33
GK2NRdzaAKf & R2YAYlI(1SR2NMRERSYRIRS ADCYIH HnddB aOX A OR
This problem gives rise to the significant constitutional concerns raised by COPPA 2.0 proposals.
B. The Difficulties of Empirical Assessments about Intended Audiences
L¥ GKS adzwa2SOGAGS aL 1y26 Al o¢KSdhftermininggh& A0 ad
constitutes adolescent-oriented PI-O2 € £ SOUAY I aArxidisSasz GKS FEGSNYI GA
Ad G2 SEIFYAYS a02YLISGSyY( *ICyguR dendyriaphit dath aBoutd Y LIA NA O

86. The First Epistle of Paul the Apostle to the CorintHi8rid (King James), available at
www.bartleby.com/108/46/13.html (emphasis added).
87. Sociologist Rowan Wolf explains:
OCB2NJ YdzOK 2F (GKS KA&U2NE 2F KdzYly az20AaSéeésx GKSNB K
we know it today. Once a child was able to speak and eat on its own, it was essentially considered a
miniature adult capable of participating in a limited way in the survival of the family. Once

GOKAf RNBYé¢ KAG LlzSNIezr (GKSe 6SNBE O2yaARSNBR | RdzZ (a
GKS®8 T2NNX¥SR GKSANI 26y TFlLYAfed ¢KSNB gl a y2z2 02yO0OSL
GYWAM I G dzNB | Rdzf Ga¢ SELISOGSR G2 +FOG fA1S | RdzZ & 0odzi
RSLISYRSY({ LISNA2R 2F SELX 2N} GA2Y YR fSENYyAYy3Id 2KSy |

define this as a rebellious period of individuation. We simultaneously expect adolescents to act like
adults and rebel from them at the same time. This is a period where people are sexually mature, but
socially and economically dependent.

Age StratificationSept. 2005, www.srwolf.com/wolfsoc/articlearchives/2008/11/age_stratification.html.

88. See, e.g.The Invention of Adolescen@aychology Today, Jan./Feb. 1995,
www.psychologytoday.com/articles/pto-19950101-000024.html.

89. See, e.gBar Mitzvah, Bat Mitzvah and Confirmatidndaism 101, http://www.jewfaq.org/barmitz.htm.

90. ¢KS G SNY SIHEENIAA IORRAY 2y & 2R SK 1 /5RE (1 FI2RI DP ydISKdef i K
directed at children.

9. Mc [/ ®PCOWDP 2 oMHPH ORSTAYAGAZ2Y 2F G2S0airidsS 2N 2yfAyS


http://www.bartleby.com/108/46/13.html
http://www.srwolf.com/wolfsoc/articlearchives/2008/11/age_stratification.html
http://www.psychologytoday.com/articles/pto-19950101-000024.html
http://www.jewfaq.org/barmitz.htm
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AA0S0Qa YSYOSNABKALI LINEnG kbR thedsayie Bffa Gw that (fike Bew Of S I NJ
WSNES&Qa LINRLRAFIfOL NBGIFAYE FPhtt! Q& OdaNNByld &R

The FTC has never addressed the difficult question of setting a minimum threshold of child
membership/participation in a site above which the sit S ¢2dzft R 06S 02y aARSNB
OKAf RNBYY§ b2 2yS 2F (KS O2YLX FAyda oNRdzZAK
evidence. Because, as discussed above, child-oriented websites tend to exist in a virtually
RAAGAYOUG & wdzy A 2 Nierlapybéngedladilis Bndl chidven dad becAuse imang

parents use technological controls to keep their children (but not their adolescents) within this

Junior Internet, it is hardly surprising that the FTC has never answered this question: Subjective

criteria are generally sufficient to identify child-oriented sites, and those sites are likely to be

used overwhelmingly by children or young adolescents with very little adult participation.

But as discussed above, few of the websites frequented by adolescents are dominated so
overwhelmingly by adolescents as children dominate the membership of the Junior Internet to
which COPPA currently applies. Instead, adolescents participate in many of the same PI-
collecting sites used by adults, as demonstrated by the following sample of some of the more
popular Web 2.0 sites, including demographic estimates:

Exhibit 1: Popular Web 2.0 Sites™

Site Name Unique U.S. Annual U.S. Page % of Users Under
Users Views Age 18
myyearbook.com 2,000,000 860,000,000 50.00%
bebo.com 2,400,000 340,000,000 35.00%
nickjr.com 2,400,000 210,000,000 31.67%
myspace.com 67,000,000  43,000,000,000 28.36%
photobucket.com 25,000,000 1,300,000,000 26.80%
movie6.net 1,100,000 24,000,000 26.36%
fanpop.com 1,100,000 16,000,000 21.82%
xanga.com 1,600,000 82,000,000 20.00%
tagged.com 3,500,000 1,100,000,000 19.71%
zango.com 2,900,000 21,000,000 17.93%
aol.com 37,000,000 4,000,000,000 16.49%
hi5.com 2,800,000 870,000,000 15.00%
facebook.com 74,000,000  30,000,000,000 12.16%
yahoo.com 140,000,000  36,000,000,000 11.43%
friendster.com 1,600,000 490,000,000 11.25%
wordpress.com 23,000,000 300,000,000 10.43%
gametrailers.com 1,200,000 50,000,000 10.00%
flickr.com 21,000,000 1,000,000,000 9.52%

92. See supraote 13.

93. Data obtained from Google Ad Planner on Mar. 1, 2009, https://www.google.com/adplanner/planning (by
RAGARAY I 4! +mMUzaSNHRA SFQB i KSe na! + dzaSNR¢ F2NJ 6KS SydiNB


https://www.google.com/adplanner/planning
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Sowouldsomeof i KS&S aAA0Sa 0S end2NRIREJNBR SBER2 5RDdAAK
users are actually adults? Perhaps not in New Jersey (depending on the circumstances of any

particular site),®* but this is essentially what the lllinois bill requires:*> The approximately 88%

2T CIl O0So 2 2 ainf abovalzius W& age werified for the sake of obtaining parental

consent for the 12% under 18. This example is apt, because 12% happens to coincide with the

estimated percentage of American Internet users under 18: 12.6% or 28 million Americans.

%

C.Possh0f S wSFOdOA2ya G2 [/ htt! HPnQa | YyOSNI
Of the top 250 sites ranked by audience reach, only a handful stand out as being obviously
child-oriented, such as cartoonnetwork.com and nick.com (Nickelodeon). A number of leading
social networks top the list and many, if not most, of these sites require the sharing of some
personal information (if only an e-mail address) for full functionality. But how would any of
these operatorst f S Ff2yS GKS YAftAz2ya 2F ardaga Ay i
determine whether they would be considered adolescent-oriented? By the same token, how
aK2dzZA R F €S3IAatl 2N F2tf2Ay3 LEtAy2AaQa | LILJ
terms of site functionality) decide which features should trigger age verification requirements?

To the extent Pl-collecting Site operators might be unsure whether a COPPA 2.0 age verification
mandate would apply to them, they would likely take one of the following steps to minimize
their potential liability.

1. Trying to Block All Adolescents

Of course, since Pl-collecting Site operators do not know which would-be users are minors
without an age verification system (and perhaps not even then!), the most they could do would
be to claimthat they block access by adolescents. Websites can certainly try to block users who
initially admit to being under 18 from trying to register again for the site.”” But this approach is
only effective to the extent that adolescents are naive enough to admit their true age in the
first place and not to know how to circumvent whatever system the operator has in place for
preventing users from trying to register for the site after initially being blockedt which should
be relatively simple to do (e.g, by deleting cookies from the site).

2. Avoiding Actual Knowledge
Some PI-O2ft f SOGAY 3 {AGS 2LISNI 2NAR YIe 3IAGS dzl) 2y
AFAYAY3 al OlGdzkt (y26¢6ftSR3ISE GKFG | dzaSNJ Aa dzyR
upon the creation of a user accountt or perhaps by no longer requiring the creation of user
accounts altogether. But this is a dangerous gamble because, if a site is ultimately found to be
Gl R2f 8 adS yhat Sskng for age upon sign-up might be considered a serious violation

94. See supraote 13and at 17.
95. See supraote 74.

96. Data obtained from Google Ad Planner on Mar. 1, 2009, https://www.google.com/adplanner/planning (by
limiting age to 0-17).
97. Seesupraat 29.
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initself.® ¢ KA & -d# ¢ (i Dikelog@r&tars irda difficult and legally precarious positiont
especially significant smaller site operators trying to raise funding.

Other operators may reduce human moderation of their site in order to avoid situations in

which an employee might learn that a user is under 18 (e.g, by reading their comments or

profile). This is precisely the sort of perverse incentive that Congress attempted to avoid in

passing Section 230 of the Communications Decency Act of 1996, which fully immunized online

intermediarhA Sa FTNRBY fAlFoAfAGE SOSYy AT dpsli€edheirsiteRS a3 2:
for objectionable content.” (The FTC has already created this perverse incentive under COPPA,

but given the demand among parents for heavy moderation on child-orienteR & A GSax / htt
perverse incentive may have had little effect.!®®) Thus, COPPA 2.0 proposals could lead to less
LINEGSOGAZ2Y T2NJ YAY2NRIZ y20 Y2NBX o0& RA&aO02dzNI 3
on their sites. ™

3. Age-Verifying All Users
COPPAH ®nQa 3ANBIF GSad KNS I-dollecking Sité dpdraiiors dultNi@Sor y dzY 6 S N
would feelt compelled to require age-verification of large numbers of adults as users. There is
currently no age verification requirement other than COPPA, which affects adults only to the
extent that parents need to establish their parental relationship to their kids. But COPPA
affects few other adults because few adults want to use child-oriented PI-collecting sites like
5AaySeQa [/t dzm t Sy 3dza ydeither dirbctlyrebuirerage verificatioB af@la I £ & &
I Rdzft 6a 6K2 ¢l ydidSR (2 dzaS daaz2O0Al findi&ilyedqidg Ay 3 a
YdzOK GKS alyYyS GKAy3 o6& YIYyRIFIIR2WAESYBSR JENK T A
proposed in New Jersey). Indeed, this may be precisely what some COPPA 2.0 advocates want,
AaAyOS GKSe Yireée Sygraarazy AL Fa GKS 2yfte gle (2

dzi ¥S¢6 LINRLRYySyGa ¢2dZ R YI 1S adzOK | -upltt SE
COPPA would essentially converge with COPA as a broad age verification mandate. As noted
below, this highlights the First Amendment implications of trying to turn COPPA into something
it was not designed to be: not merely a tool for enhancing parental A y @2 f dSYSy i | yR
privacy, but a broad mandate for child safety.

98. For example, the amount of a penalty imposed on an operator deemed to be in violation would depend
2y awSalLlRyRSyiua 3I22R FTIAUIKE(HERIOGREGYRSISNNBY ®COWHS Qi
99. 4b2 LINPDARSNI 2NJ dzaSNJ 2F Fy AYOGSNIXOGAGBS O2YLlzi SNI &SN
taken to enable or make available to information content providers or others the technical means to restrict access
G2 YFGSNARFE X YFOSNARFE GKIFIG GKS LINPGARSNI 2NJ dzaSNJ O2y
GA2t Sy i KIFENIaaiaydazr 2N 20KSNBAaS 202S00GA2ylof SXdé nr
100. SeeCOPPA FAGupranote58X v dzSa A2y nmoéo0 6aG2 KIFG KIFLWSya AT |
0f23 YR lyy2dzy0Sa KAa 2N KSNJ I 3SKéO @ ¢KS C¢/ Ftyaegs
respect to that child if someone from your organization sees the post, or if someone alerts you to the post (for
example, a concerned parent who learns that his child is participating on your site). However, if no one in your
organization is aware of the post, then you may not have the requisite actual knowledgS dzy RS NJ @.KS wdzf Soé

101. See infraat 30.
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VI. The First Amendment Implications of Broad Age Verification Mandates

Both COPPA and COPA rest on a stratification of users by age, but the approach of the two laws

is very different: WhilS / ht t ! NBIljdzZANB&a 3S OSNAFAOFIGA2Y AT
age 13, COPA would have required that all website operators restrict access to material
RSSYSR GKIFNXYTFdzZ (G2 VYAY2NBRE o0& YAY2NR dzy RSNJ |
verification of all users who attempt to access such content (in order to identify minors).

COPPA is focused on certain kinds of potentially harmful contacts®® while COPA is focused on

potentially harmful content'®®

But by expanding the age range of COPPA to include adolescents, COPPA 2.0 proposals
essentially converge with COPA, reaching the same practical consequence: age verification
mandates for large numbers of adults as usergnot as parents). Only the scope of sites covered
by the laws is different: under COPA, sites deemed & K I NJY F dzf ¢ aind2 undér’CYPRANRR,
adolescent-oriented or certain social networking sites. Thus, to the extent that COPPA 2.0
proposals require age verification of adults, they would be subject to constitutional attacks
similar to those against COPA. But COPPA 2.0 proposals would also burden the rights of adults
to communicate with adolescents and the free speech rights of adolescents.

Finally, the fact that COPPA (like COPA) applies only to commercial sites would do little to
protect it from constitutional attack, because in a world of user-generated content, the
commercial nature of a site has little to do with the commercial/non-commercial nature of the
speech carried on it. For example, obviously commercial sites like MySpace and Facebook serve
as platforms for a wide variety of not-for-profit and political communications.

A. First Amendment Rights of Adults

After a decade-long court battle over the constitutionality of COPA, the U.S. Supreme Court in

January 2009 rejected 1 KS 32 SNy YSyiQa fFGSad NBljdzSad G2
dead.’® Three of the key reasons the courts struck down COPA would also apply to COPPA 2.0

proposals.

1. Anonymous Speech Rights of Adults

COPA burdened the speech rights of adults to access information subject to age verification
requirements, both by making speech more difficult and by stigmatizing it. In 2003, the Third
/| ANDdzA G y20SR GKIFG 13S GSNAFAOFGAZ2Y NBI dzA NBY S
restricted content, because many Web users are simply unwilling to provide identification
information in order to gain access to content, especially where the information they wish to

102. See suprat 9.
103./ ht!  YI | S,é 7\'['] At SEIJj 02 dlyzlé]\yzlt e X YJ- 1Swe Fye O2
available toany minoranR U Kl 0 Ay Of dzZRSa Fyé YFIUSNRAFf OKFOG Aa KI NYTd
104. SeeAdam Thierer, The Progress & Freedom Foundation, Closing the Book on CQRPAF Blog, Jan. 21,
2009, http://blog.pff.org/archives/2009/01/closing_the boo.html. See alsdlex Harris, Child Online Protection Act

Still Unconstitutionalhttp://cyberlaw.stanford.edu/packet/200811/child-online-protection-act-still-
unconstitutional.


http://blog.pff.org/archives/2009/01/closing_the_boo.html
http://cyberlaw.stanford.edu/packet/200811/child-online-protection-act-still-unconstitutional
http://cyberlaw.stanford.edu/packet/200811/child-online-protection-act-still-unconstitutional
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I OO0S&aa Aa &Sy artanesos, i bstiikiyigiva CORAXS thé thidd andfnal
time, the Third Circuit approvingly quoted the district court, which had noted that part of the
reason age verification requirements deterred users from accessing restricted content was
G06SOFdzAaS LYyGSNYySaG dzaSNAR | NB netaytb&adg Siternet

0 2 dzii

dza SNBE FNB | FNI AR 27T T NI dz®° Theditrichctu hadihalditiat: ( K S F

Requiring users to go through an age verification process would lead to a distinct
loss of personal privacy. Many people wish to browse and access material privately
and anonymously, especially if it is sexually explicit. Web users are especially
unlikely to provide a credit card or personal information to gain access to sensitive,
personal, controversial, or stigmatized content on the Web. As a result of this desire
to remain anonymous, many users who are not willing to access information non-
anonymously will be deterred from accessing the desired information.'®’

The Supreme Court has recognized the vital importance of anonymous speech in the context of
traditional publication:

Anonymous pamphlets, leaflets, brochures and even books have played an
important role in the progress of mankind. Great works of literature have
frequently been produced by authors writing under assumed names. Despite

NEFRSNEQ OdzNA2aAde yR (GKS LlzmtAlOQa AyidSNB

an author generally is free to decide whether or not to disclose his or her true
identity. The decision in favor of anonymity may be motivated by fear of economic

or official retaliation, by concern about social ostracism, or merely by a desire to
LINSASNIS a4 YdzOK 2F 2y SQa LINRAGIOe | &
least in the field of literary endeavor, the interest in having anonymous works enter

the marketplace of ideas unquestionably outweighs any public interest in requiring
RA&GOf2adz2NE Ida | O2yRAUGAZ2Y 2F SyiNRO®
anonymous, like other decisions concerning omissions or additions to the content

of a publication, is an aspect of the freedom of speech protected by the First
Amendment.'®

By imposing broad age verification requirements, COPPA 2.0 would restrict the rights of adults
to send and receive information anonymously just as COPA did. If anything, the speech
burdened by COPPA 2.0 deserves more protection, not less, than the speech burdened by

[ htty 2KSNBE /ht! YSNBte o0dzZNRSYSR | OQGRAaa G2

pornography), COPPA 2.0 would burden access to material by adults as well as minors not

105. American Civil Liberties Union v. Ashcroft, 322 F.3d 240, 259 (3d Cir. 2003) (ACLU I

106. American Civil Liberties Union v. Ashcroft, 534 F.3d 181, 196 (3d Cir. 2008) (ACWU 11) (Gonzales478 F.
Supp. 2d 775 at 806).

107. Gonzalesit 805.

108.a0OLY(i&NB @b hKA2 9ftSOdGA2ya /2YYQY>X pwmn | of @
distribution of anonymous campaign literature); see alsdalley v. California, 362 U.S. 60 (1960) (striking down a
state law that forbade all anonymous leafletting).
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0SOFIdzasS GKIFG YFOGSNRAFE Aa KFENXYTFdAZ 2N 20a0SyS
Thus, the content covered by COPPA 2.0 proposals could include not merely pornography, but
communications about political nature, which deserved the highest degree of First Amendment
protection.

2. Speech Rights of Site Operators

The necessary corollary of blocking adults from accessing certain content anonymouslyt and

thereby deterring some users from accessing that contentt is that COPPA 2.0, like COPA, would

necessarily reduce the audience size of Pl-collecting sites subject to age verification mandates.

Furthermore, such mandates would encourage websites to self-censor themselves to avoid
2FFSNRAY3I O2yidSyd GKSe& FSI NJ O2ealb hecawseSloinddy a A RS N.
might subject them to an age verification mandatet or to legal liability if they fail to implement

age verification. The substantial cost of age verification could significantly impact, if not make

impossible, the business models of many Pl-collecting sites, which generally do not charge for

content and rely instead on advertising revenues. The Third Circuit cited all of these burdens

on the free speech rights of website operators in striking down COPA.'%°

3. Less Restrictive Alternatives to Regulation

TKS ¢KANR [/ ANDdzAG RNBg 2y (GKS {dzZLINBYS / 2dzNIQ
INRdzyRd GKIFG awo8f201Ay3 YR FTALGSNAYy3I az27i0s
COPA, and, in addition, likely more effective as a means of NS & G NA OG Ay 3 OKAf RNB
YFEGSNRLF £ & KIRISimilddy, patedtal corir@ d6ftware already empowers parents

G2 NBAGNAROG G(KGANI §ARAWIA I DOBEEP G201t LQa LI NI AC
access to the leading social networking sites that seem to be driving so much of the push for

COPPA 2.0, so that their kids.)

Thus, the free speech rights burdened COPPA 2.0 proposals are at least as important as those

burdened by COPA, and blocking software already empowers parents i 2 NBX &G NA OG0 G K¢
access to Pl-collecting sites, just as it allows parents to restrict access to pornography. Of

course, if COPPA 2.0 laws were actually enacted and subject to legal challenge, the outcome of

the case would depend largely on the level of constitutional scrutiny involved. COPPA 2.0

advocates might argue that, whatever the rights at stake, a lower level of constitutional scrutiny

should apply because COPPA 2.0 does not target a special category of content. If true, this
couldmeanthail = Ff 0 K2dzZ3AK ' 3S @GSNAFAOFIGA2Y YIyYyRIFGSa
are unconstitutional, far more sweeping mandates restricting access to non-harmful
information could be constitutional. Such inconsistency is indeed a perverse consequence of

the fact that our First Amendment jurisprudence focuses not on the rights at stake, but on
GKSGHKSNI I NB3dgf §dziANlyT €A aA ya ORS/QIASR/AGY 3 towkithilin £ SO S §

109. SeeACLU 1)b34 F.3d at 196-97 (citing Gonzale$ 4 y nn 0 ® ¢KS /2d2NI KStR GKIG &
Ozaita G2 AYLXSYSyid w/ ht! Qa IfeBthe lod & NditimateQikitdrdofcytheydoy RI (1 S48 |
& 2 tbéat197.

110. Id. at 198 (quoting ACLU v. Mukase¥34 F.3d 181, 198 (2008)).
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turn, often determines the outcome of the case.™ But in this case, COPPA 2.0 proposals likely
would be subject to strict scrutiny to the extent that they are, like COPA, focused on a certain
category of content: thatd RA NBOGUSR FFG¢ T R2f Sa0Syida oNIGKSNJI G
Legislators who attempt to escape strict scrutiny by defining the scope of their bill (as in lllinois)

not by its targeted audience but by reference to specific functional capabilities (in the definition

2F aaz2O0Alf  YSuilblReNJfidd yeHAt a Zolrt \BilE sée through such window-

dressing: If they recognize that such bills are nonetheless aimed at a certain category of
adolescent-oriented content, they will apply strict scrutiny anyway. But even under

intermediate scrutiny, COPPA 2.0 proposals would be subject to serious attack.

B. First Amendment Rights of Adolescents

In addition, in COPPA 2.0 approaches, the government would restrict the ability of adolescents
to access content, not because it could be harmful to them or because it is obscene, but merely
0SOlIdzasS Al Aa WHthGGARIRIMENE rights bfmBidfsimay not be on
par with those of adults, adolescents do have the right to access certain types of information
and express themselves in certain ways."** The Supreme Court has held that ¢ O2 vy & (i A { dzii A 2
rights do not mature and come into being magically only when one attains the state-defined
38 2F WHtemdibunckeabiow an expanded COPPA model might interfere with the
First Amendment rights of adolescents, but it is clear that privacy and speech rights would

come into conflict under COPPA 2.0, as they do in other contexts.'*

111. Ashutosh Avinash Bhagwat, The Test that Ate Everything: Intermediate Scrutiny in First Amendment
Jurisprudence2007 U. Ill. Law. Rev. 783 (2007), available at
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=887566.

112. See supraote 74.

113. SeeTheresa Chmara & Daniel Mach, Minors' Rights to Receive Information Under the First Amendment
Memorandum from Jenner & Block to the Freedom To Read Foundation, Feb. 2, 2004,
www.ala.org/ala/aboutala/offices/oif/ifissues/issuesrelatedlinks/minorsrights.cfm (summarizing case law
NBIFNRAY3I YAY2NBRQ FANRG ' YSYRYSyd NRIKGazr SaLSoOoArtfe A
filter Internet content); United States v. American Library Ass'n, 123 S. Ct. 2297 (2003), available at
laws.findlaw.com/us/000/02-361.html (upholding the constitutionality of a filtering software system applicable to
minors); see generallyTinker v. Des MoinesInd./ 2 YY® { OK22f 5Aa40®dX oo ! ®{ d pno O
rights to wear protest armbands and affirming that minors have speech rights) available at
www.oyez.org/cases/1960-1969/1968/1968 21; cf. Morse v. Frederick, 551 U.S. 393 (2007), available at
www.oyez.org/cases/2000-2009/2006/2006_06 278/ (holding that the First Amendment rights of students in
school and at school-supervised events are not as broad as those of adults in other settings).

114. Planned Parenthood of Cent. Mo. v. Danforth, 428 U.S. 52, 74 (1976) 0 YA Y 2 NA Q NX BKdialsai 2 | 6 2 NI
Bellotti v. B&rd, 443U.5.622,635n.13(YA Y 2 N&R Ll2aasSaa Of 2a$S  2choitewBichsthedzt £ O LI
LINB&adzLILl2 aAGA2Y 2F CA)NHthering ROSS, AriREYhSrging RighdZbr Natyfdir®rS b Receive
Information 2 U. Pa. J. Const. L. 223 (1999); Lee Tien & Seth Schoen, Reply Comments of the Electronic Frontier
Foundation filed in Implementation of the Child Safe Viewing ;&ttamination of Parental Control Technologies for
Video or Audio ProgramminlylB Docket No. 0926, Federal Communications Commission, May 18, 2009,
http://fjallfoss.fcc.gov/prod/ecfs/retrieve.cgi?native_or_pdf=pdf&id_document=6520216901.

115. See generall§olveig Singleton, Privacy Versus the First Amendment: A Skeptical Apprba€brdham
Intell. Prop. Media & Ent. L.J. 97 (2000), available at


http://papers.ssrn.com/sol3/papers.cfm?abstract_id=887566
http://www.ala.org/ala/aboutala/offices/oif/ifissues/issuesrelatedlinks/minorsrights.cfm
http://laws.findlaw.com/us/000/02-361.html
http://www.oyez.org/cases/1960-1969/1968/1968_21;
http://www.oyez.org/cases/2000-2009/2006/2006_06_278/
http://fjallfoss.fcc.gov/prod/ecfs/retrieve.cgi?native_or_pdf=pdf&id_document=6520216901
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For example, how might the parental-consent based model limit the ability of adolescents to

2001 AY AYTF2NNIGA2Y | o62dzi &dal FSN) AaSEé¢ 2 K2g 0
addiction. Would an abusive father authorize a teen to visit a website about how to report

child abuse? Would a parent of an adolescent struggling with their sexual identity let their kid

participate in a self-help social networking page for gay and lesbian youth?''® What rights are

at play here and how do we reconcile them?

Maintaining the ability of kids to participate online interactions goes beyond content that most
people would recognize & & a Sfioln Phdzgerspective of both First Amendment values
and the education of children. As a recent MacArthur Foundation study of the online youth
Internet use concluded:

Contrary to adult perceptions, while hanging out online, youth are picking up basic
social and technological skills they need to fully participate in contemporary society.
Erecting barriers to participation deprives teens of access to these forms of
learning. Participation in the digital age means more than being able to access
GASNA2dzaé 2yt AYS Wy F2N¥IFGA2Y | yR Odz (dzNB o

It was at least in part in recognition of such difficult First Amendment questions that Congress

removed the requirement in the initial legislative draft of COPPA that would have required PI-

olFlaSR aAGSa G2 GdzaS NBlFaz2yl o6t S S TdpgoNmitytod 2 LINR
prevent or curtail the collection or use of personal information collected from children over the

38 2F MH YR dRSNI GKS 38 2F wmT ®¢

http://law.fordham.edu/publications/articles/200flspub6588.pdf; Eugene Volokh, Freedom of Speech and
Information Privacy: The Troubling Implications of a Right to Stop People from Speaking Abb2iS¥mul. Rev.
1175 (2000), available atwww.law.ucla.edu/volokh/privacy.htm.
116, ¢ KSNB ' NB LI NByida 6K2x F2NI I GFENARSGe 2F NBlFaz2ya oL
facts, fear of being exposed as abusers, etc.), would deliberately prevent their teens from accessing social-network
aAGSa IsTrmAInal Réposupranote 8, Appendix F, Statement of Connect Safely, at 262 (listing examples of
unintended consequences of age verification mandates).

117. John D. and Catherine T. MacArthur Foundation, Living and Learning with New Media: Summary of
Findings from the Digital Youth Projeat 2 [hereinafter MacArthur Study
http://digitalyouth.ischool.berkeley.edu/files/report/digitalyouth-WhitePaper.pdf.

118. This requirement was contained in the original bill, supra notel4 8§ 3(a)(2)(A)(iii), but was removed when
that bill was reintroduced in its final form. In the interim, Congress held a hearing at which testimony was offered
by, among others, Deirdre Mulligan of the Center for Democracy and Technology, which generally supported
COPPA but argued for the very revisions that were ultimately made. In particular, Mulligan argued that:

Under the bill each time a 15 year old signs-up to receive information through email his or her
parent would be notified. For example if a 15 year old visits a site, whether a bookstore or a
women's health clinic where material is made available for sale and requests information about
purchasing a particular book or merely inquires about books on a particular subject (abuse, religion)
using their email address the teenager's parent would be notified. This may chill older minors in
pursuit of information.

Mulligan Testimonysupranote 15.


http://law.fordham.edu/publications/articles/200flspub6588.pdf
http://www.law.ucla.edu/volokh/privacy.htm
http://digitalyouth.ischool.berkeley.edu/files/report/digitalyouth-WhitePaper.pdf
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already exercise that right by applying strict controls on the computers in their home. COPPA

Hon LINRLIRalta 32 ¢Sttt 6Seé2yR NBO23yAT Ay3d (KAaA
NBIljdZA NERé F2NJ | R2f SAO0Sy (i at méadingth@ OIS BB y i & & X B8 ( NI
Ayé 2y O0SKIETF 2F GKSANI OKAf RNRolectigSiteg N, ini KS A NJ
turn, burdens the ability of adolescents to communicate, because their parents might censor

(rightly or wrongly) certain information, or simply fail to understand the technologies involved

or to be actively engaged. But whatever the free speech rights of adolescents, if anyone should

be interfering with those rights, it should be their parentst not the government.

Some parents may object that, however effective parental control software may be in the

K2YS> Al R2Sa y2a4 |ff2¢ LI NBygusidethd BomeOINsi NP &
argument is understandable on some level, but in the end, it amounts to a demand that

roadblocks be put up everywhere for the sake of particularly sensitive parents at the expense of

everyone else in society, including potentially huge numbers of adult userst and of online

anonymity in general.

.dzi LEfEAY2A3aQa / ht turthem mormerelNeRpandging CAPPA Boxddeia SOSY
particular variety of social networking sites,”'°6 dzii NXBIj dzA NAy 3 G KIF G &dzOK &A
Jdzt NRALFY 2F GKS YAY2N) dzyNBAGNAOGSR | 008aa 2
Congress considered just such a parental access mandate in the initial draft of COPPA legislation

back in 1998, but ultimately removed it from the final version of the legislation,'** apparently
0SOlIdzaS S@Sy a2YS 2F /htt! Q& &adzLJLJ2 NI ®dB- 6 2 NNA
Mmc 38 OoNIXO1SiX GKIG da¢KS SadrofAakKYSyd 27F
about a teenager may intrude on older minorsQLINRA @1 O = NI G¥SNJ GKFy LINRGS

C. Communication between Adolescents & Adults

Finally, COPPA 2.0 could infringe on the free speech rights of adults to communicate with
adolescents online by driving Pl-collecting sites to segregate users by age or to attempt to block
access by adolescents. The vast majority of adult-minor interactions online are not of a
harassing or predatory naturet indeed, they generally involve adults looking to help or assist
minors in various ways. As the MacArthur Foundation study cited above concluded:

In contexts of peer-based learning, adults X have an important role to play, though
it is not the conventionally authoritative one. In friendship-driven practices, direct
adult participation is often unwelcome, but in interest-driven groups we found a
much stronger role for more experiences participants to play. Unlike instructors in

119. See supraote 74.
120. SNWARA, suprate 11, § 10(c).
121. The original COPPA bill required that parents have ¢access to the personal information of the child of that

parent collected by that websiteZ & 2326, supranote 14, § 3(a)(2)(iv)(l), while the bill as passed instead requires
2yte GKI G LJIa N&ofiptidn ofdth® spackiégsyT pedsonal information collected from the child by

thatoperatorz ¢ wmp | 4R)(DB)D (erBphasigadded).
122. SeeMulligan Testimonysupranote 118.
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formal educational settings, however, these adults are passionate hobbyists and

creators, and youth see them as experienced peers, not as people who have
authority over them. These adults exert tremendous influence in setting communal
norms and what educators nfigi Ol f £ & € Shoutldfhey dd no Bavef a > ¢
direct authority over newcomer$®

A substantial portion of those interactions involve parents talking to their own kids, older and
younger siblings communicating with one another, teachers and mentors talking to their
students, or even co-workers of different ages communicating. Even when adult-minor
communications involve complete strangers, there is typically a socially-beneficial purpose.
Think of two peoplet one an adult and one a minort debating politics on a discussion board, or
creating a Wikipedia entry together. What about a presidential campaign website that involves
millions of volunteers of all ages communicating and collaborating to a common purpose?
There are countless other examples. How would such interactions be affected by COPPA 2.0?
Restricting such interactions would raise profound First Amendment concerns about freedom
of speech as well as of association.

In any First Amendment analysis, a court must consider not only the free speech rights at stake

and the availability of less restrictive alternatives to regulation, but the governmental interest

being advanced. Again, neither COPPA nor the COPPA 2.0 proposals discussed herein (in New

Jersey and lllinois) requires exclusion of older users from a website, nor directly governs the

sharing of personal information among users (where that sharing does not also constitute

collection by the site itself). But separation of adolescents from adults is likely to be an indirect

effect of COPPA 2.0 requirementst as COPPA 2.0 advocates probably realizet because, once
Pl-collecting sites are required to age-verify users, they will face reputational, political and

potentially legal pressure to make interactions between adolescents and children more difficult

Ay GKS yIFEYS 2F & OKA f -Bollectihg FitS dpératogs havearinddtiveitalzo G f & =
Il 2AR 0SAy3 O2YyaARSNBR GRANBOGSR G¢ | R2fS&a0S
adolescent participation on their sitet which achieves a similar result.

Here, one must further ask if attempting to quarantine children from adults (however

indirectly) actually advances, on net, a strong governmental interest in child protection. Such a

quarantine is unlikely to stop adults with truly nefarious intentions from communicating with

minors a4 aeaidsSvya RSaA3aySR (2 SEDVHRSE 2INNIHRARRLIB
2yt eé INBF OFly 6S SlFraAiAfteé OANDdzYgSy imss® ADRESY
much easier for an adult to pretend to be a minor than vice versa. The effect of age
stratification on truly bad actors is likely to be marginal at bestt or harmful at worst: Building

walls around adolescents through age-verification might actually make it easierfor predators to

target teens, since a predator who gains access to a supposedly teen-only site will be lesslikely

to be exposed as a predator by targeting an adult they think is a teen. So for the sake of

marginal (if any) gains in child protection, would we not be excluding beneficialinteraction

between adults and minors?

123. MacArthur Studysupranote 117, at 39 (emphasis added).
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To hear some of the advocates of COPPA 2.0 talk about how teens currently behave online, one
might think that online environments in which adolescents were left to their own devicest
imagine | G¢SSy aeé/{ LIr codd, waled dififramii® ress af MySpacet would
be far worse, perhaps an online version of Lord of the Flies These concerns are clearly
SEIF 338N} GSRY ¢KS ONRGAO& TFNBIljdzSy it @ théde2 YLI | A
RI&8&8¢ 6KAES t£221Ay3 I d GKSA-bloddeyisesLWhatisclearR2 S8 O
is that adolescents (and young adults) behave better in online environments where adults are
present, too. Perhaps the best demonstration of this fact has been the uproar from
I R2ft SAa0Syita yR @2dzy3d |l Rdz Ga GKIFIG KFa FOO2YLI
among older users in recent months.*** Many kids hate the idea of adults joining Facebook

precisely because the presence of adults encourages] A Ra -NBIdA iS¢ o0& SESND
judgment and following better netiquette.*®

Anne Collier, founder and executive director of the child safety advocacy organization Net

Family News, Inc. and editor of NetFamilyNews.org and ConnectSafely.org, suggests that the

LJdza K T2 NJ & a S JeNjBcatiighefi-2 yo & WI38RA2Y 2F {SO2yR |
Aa afz2aAiy3a adaSryé o0SOFdzaSy

itQ a response to the predator panic teens and parents have been subjected to in

U.S. society, not to the realities of youth on the social Web. What nearly a decade

of peer-reviewed academic research shows is that peer-to-peer behavior is the

online risk that affects many more youth, the vast majority of online kids who are

not already at-risk youth offline. Segregating teens from adults online doesn®

address harassment, defamation, imposter profiles, cyberbullying, etc. It may help

keep online predators away from kids (even though online predation, or abuse

resulting from online communication, constitutes only 1% of overall child sexual

SELX 2A01 GA2Y X0Z 4 KA @Koténdughlunles Mihat faretsdzii 02 YS I 6
are worried about is predators.'?®

124. Justin Smith, Number of US Facebook Users Over 35 Nearly Doubles in Last godis/Sacebook Blog
Mar. 25, 2009, www.insidefacebook.com/2009/03/25/number-of-us-facebook-users-over-35-nearly-doubles-in-
last-60-days/.

125. See, e.gloriAratani,2 KSy a2yY 2NJ5FR ! a1 & ¢TBe WaslingtbonP@®t:MuS®H 221 & U CN
2008, www.washingtonpost.com/wp-dyn/content/article/2008/03/08/AR2008030801034.htmId bWwL F 2 y 20 1)

this has happened to anybody, but this morning | log on to Facebook and lhaveay S ¢ FNASY R NBIj dzSa i HQ
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126. Anne Collier, Where Will OnlineTeens Go Nex¥ay 1, 2009, www.netfamilynews.org/2009/05/where-
will-online-teens-go-next.html (internal citations omitted). For evidence of at-risk youth, Collier sites the ISTTF
Final Reportsupranote 8. Regarding the percentage of all child sexual exploitation that results from online
communication, she cites Janis Wolak, David Finkelhor & Kimberly Mitchell, Crimes Against Children Research
Center, Trends in Arrests of Online Predat@@09) www.unh.edu/ccrc/pdf/CV194.pdf; see alspAnne Collier,
Major Update on Net predators: CACRC stivthrch 31, 2009, www.netfamilynews.org/2009/03/major-update-
on-net-predators-mostly.html (summarizing study).
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http://www.washingtonpost.com/wp-dyn/content/article/2008/03/08/AR2008030801034.html
http://www.netfamilynews.org/2009/05/where-will-online-teens-go-next.html
http://www.netfamilynews.org/2009/05/where-will-online-teens-go-next.html
http://www.unh.edu/ccrc/pdf/CV194.pdf
http://www.netfamilynews.org/2009/03/major-update-on-net-predators-mostly.html
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harassment recently attracted widespread public attention after two 11-year-old boys

committed suicide after experiencing anti-gay harassment and bullying at school.'?®
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teens from adults seems likely to aggravate this problem by removing adults from the mix as a

potential source of discipline.

Of course, adults play a critical role in disciplining interaction among the 0-12 age bracket, but
not as direct participants in on-site interaction. Again, how many adults actually want to use
Club Penguin? Instead, parents can supervise what their kids do online through parental
control software. Parents could, of course, use that same software to monitor what their
adolescent kids do, too. But as kids get older, most parents realize that the training wheels
have to come off at some point. Few parents will want to spy on their 17-year old until the day
before the kid starts college (or enlists in the military or gets married). But most parents
probably would prefer that, if their kids are interacting in an online environment, they think
twice about what they do and say online. It is by no means clear that restricting online
interaction between teens and adults will serve that end.

VII. The Commerce Clause Implications of State-Level COPPA 2.0

State-based efforts to expand COPPA or to impose other forms of age/identity verification raise
additional constitutional concerns: State-level efforts by state government or state AGs to push
through an expansion of COPPA would likely violate the Commerce Clause of the U.S.
Constitution.

For simplicity, the preceding discussion did not consider how PI-collecting sites would respond

to COPPA obligations imposed in one U.S. state but not others. Sites might default to the

Gt 26Said O02YY2y RSY2YAYIF(G2NE 2F oKIFGSOSNI ¢ 2 dz
statest especially if those states has populations as large as Illinois or New Jersey. But websites

could also attempt to configure their services to function differently depending on what state

the user is in. Thus, age verification mandates might also require location mandates (again,

perversely requiring the collectionof moreA Y T2 NXY I G A2y Ay (GKS yIlIYS 27
privacy). If a site relied only on location information provided by the user, adolescents would

quickly learn to lie about what state they live in just as children have learned to lie about how

127. Anne Collier, Anti-Gay Bullying Most Pervasivpril 29, 2009, www.netfamilynews.org/2009/04/anti-gay-
bullying-most-pervasive.html (quoting Charles Robbins & Eliza Byard, Gay Suicide: Addressing Harassment in
SchoolsSalt Lake Tribune, April 24, 2009, www.sltrib.com/opinion/ci_12220931 [hereinafter Gay suicidp.

128. Gay suicidesupranote 127.

129. 1d.
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This technical discussion should help to illustrate why state-level COPPA 2.0 proposals would

0 dzZNRSY O2YYdzyAOIF GA2y 20SNJ GKS LYyGSNYySasz |+ dzyA
makes it difficult, if not impossible, to isolate the effects of state regulation on residents of that
adrisSo ¢CKSNE Aa | f2y3 AGNARYy3 2F a52NXYIEya [

down state laws attempting to regulate commerce (or speech) that originates or takes place
2dzi aA RS G KS BHlfitisin& poasiblefer NdRafe Nokiedment to isolate the effects
of its regulatory actions to merely those Pl-collecting site operators or users living within its
jurisdiction, federal courts will block such measures. Consequently, the extraterritorial impact
of state-based COPPA expansion would likely result in an immediate constitutional challenge
and such regulation would almost certainly be overturned.

It is also possible that COPPA 2.0 proposals may already be pre-empted by COPPA because,
although COPPA authorizes state attorneys general to bring enforcement actions under certain
circumstances,/ ht t! o6l N&B adl dSa FTNRY Syl Ooda¥3 rtye f1I

VIIl. Summary of Implementational Challenges Regarding COPPA Expansion

Even if one somehow overcame the many policy and constitutional arguments against COPPA
2.0, there would remain a slew of difficult, if not impossible, challenges to overcome in
implementing such a system. Most critically, the threshold practical question remains the same
as it does for most other forms of online identity verification: How do we verify the paresthild
relationship when someone asserts they are the parent or guatdsarn there are many other
questionsregardinghowg St £ / htt! g2dz R da&aol S dzZL¥ GKFG Yd

1. Verification Mechanisms. What sort of mechanisms will need to be put in place to
guarantee that the parent or guardian is who they claim to be (for both initial
enrollment and subsequent visit authentication)? Sign-and-fax forms can be easily
forged, so credit cards (and perhaps mandatory user fees) will likely become the default
solution. A third method, follow-dzLJ LK 2y S Ol ff asx 2dzad R2SayQi
lawmakers demand a mix of all of the above?

2. Obtaining Consent. Regardless, how burdensome will those mandates be on parents or
3dzl NRAF yAK l'a tIFNNE ! FaGlo KlIa y24SRZ a¢
YSOKIYyAaYZ GKS FS6SNI LIPNByida 68 oAttt 3IShH 0

130. SeeAdam Thierer, The Delicate Balance: Federalism, Interstate Commerce, and Economic Freedom in the
Technological Agat 58-61 (The Heritage Foundation, 1999).

131. 15 U.S.C. § 6504.
132.4b2 {GFGS 2Nt 20t 32 @ SiokyoMiBeytial activitias or ActiohgByogeratoryie f A | 0 A f
interstate or foreign commerce in connection with an activity or action described in this chapter that is
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133. Aftab Commentssupranote 59, at 5.
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3. Costs to Business. How burdensome will those mandates be for Pl-collecting site
operators? What kind of compliance costs or legal penalties are we talking about?

4. Costs to Users. Will those costs be passed on to users as fees beyond the nominal
transactions required to achieve verification via credit cards? (Since most Pl-collecting
sites websites and almost all social networking sites are free-of-OK I NAS G2 Rl &3 (K
going to be a very popular mandate!)**

5. Disparate Socio-economic Effects. How would increased fees or credit card mandates
impact low-income families and youth, especially those without credit cards?

6. Industry Consolidation. If compliance costst in the form of additional staff, insurance
and litigation expensest explode for website operators, will this cause the kind of
industry consolidation that seems to have occurred with child-oriented websites since
/I htt! Qa FR2LIGA2YK 22dzAd R GKS AYyONEBI a
consolidation by reducing adoption rates by users? How would online innovation and
creative expression suffer as a result of such consolidation?

7. Increased Privacy Risks. Who would collect the massive databases of information
created by such a mandate? Who has access to all that new data? What might
government use it for if they get their hands on it?

8. Offshore Sites. Could this new regime be applied effectively to offshore sites? Or, will
kids flock to offshore sites as a result of such mandates on domestic sites? If some do,
how will we stop them?

9. Credential Transferring. Even if the parental permission verification process worked
RAZNAY 3 AYAGALf SYNRtfYSYyilis K2g ¢g2dd R AlG o
minors are given credentials or digital tokens, how do we prevent them from sharing or
selling their credentials? In particular, how do we prevent older siblings from sharing
their credentials with younger siblings? What would be the penalty for them doing so?

What about older minors with independent access to credit cards?

10. Law Enforcement Priorities. How many law enforcement or regulatory agencies will be
tasked with administering this regulatory regime? Might this be diverting resources
from better priorities, such as serious law enforcement efforts and online safety
educational programs?

w»
P
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IX. Conclusion

The future of age verification battlest at least on the social networking frontt will likely be
fundamentally tied up with COPPA and the question of how well parental consent-based forms
of age verification might work on a scale larger than COPPAQ #ery limited scale. It is unlikely,

K26SOSNE GKFG adzOK | FNIYSg2N] O2dz R 6S Sl aaft
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Facebook. This ultimately reflects the uniquely insular nature of the under-13 age bracket and
the lack of any clear line between adolescent-2 NA Sy 4§ SR YR da3Sy SNI f

Moreover, as social networking capabilities become increasingly ubiquitous, integrated into
every site and servicet from Change.gov** to the San Francisco Chronicle (sfgate.com) to

- dzR A &
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of compliance with COPPA 2.0 age verification mandates will increase dramatically. Are parents
really going to be forced to authenticate themselves and then their kids for every website their
kids want to participate in that requires so much as an e-mail address? That mandate seems

unnecessary and unworkable. ! NB 2 G KSNJ I Rdzf 6§ & 3I2Ay 3 (2ntsKI @S (G +

By creating such a requirement, COPPA 2.0 would also constitute a functional convergence of
COPPAWith COPAT I f I ¢ (GKS O2daNIia KIF@S NB2SOGSR
anonymous speech, something central to our evolution as a democracy, pre-dating even the

First Amendment that protects it from government interference.

Finally, the irony of COPPA 2.0 proposals is that lawmakers would be applying a law that was
meant to protect the privacy and personal information of children to gather a great deal more
information about them, their parents, and many other adults! These privacy implications
should make us think twice about trying to expand COPPA beyond its primary purpose to
encourage parental involvement in what kids do online. Even those who support COPPA in its
current form should recognize that there are better ways to protect adolescents online.**

135. Like many social networking sites, Change.gov allows users to comment on news items the IntenseDebate
comment platform, which allows users to create profiles, upload profile photos, etc.

136. SeeParental Controls and Online @hitrotection: A Survey of Tools and Methatpranote 17.
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